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Counteraction to sensitive information leakage is topical task today. Special interest is taken on early detecti-
on of hidden (steganographic) information transferring by data transmission in communication systems.
Message (stego data) embedding is provided by alteration of cover files, such as digital images, according
to used steganographic algorithm. Reliable detection of formed stego images requires usage of targeted
stegdetector that needs a priori information about specific distortions (signatures) of cover due to data
hiding. It makes detection systems vulnerable to zero-day attack — usage by malefactors the previously
unknown embedding algorithms. Therefore it is required development of universal (blind) stegdetectors that
are capable to reliable revealing of stego images even in case of limited or absence information about used
embedding method. Creation of blind stegdetector requires determination of cover image parameters that are
sensitive to any alteration caused by message hiding. As such parameters it is proposed to use information-
theoretic estimations (chi-square divergence) of pixels brightness distribution distortion due to stego data
embedding. For amplification of these distortions it is used image pre-processing with median and Wiener
filters. The case of adaptive messages hiding in cover images according to UNIWARD methods is considered.
It is revealed that usage of chi-square divergence allows reliably detection of small alteration of cover image
even in case of low cover payload (less than 10 %). Different character of chi-square divergence changes for
filtered images by information hiding in spatial and JPEG domains allows determine type of used embedding

domain.
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Introduction

Protection of confidential information is topical
task today. Special interest is taken to counteraction of
information leakage by data transmission in communi-
cation systems, such as social networks [1]. Usage
of steganographic methods allows hiding information
into transmitted (cover) files, such as digital images.
It complicates revealing of unauthorized confidenti-
al information transmission with usage of Data Leak
Prevention systems (DLP-systems).

Ensuring of high detection accuracy (more than
90%) of modified (stego) images requires a priori
information about specific alterations (signatures) of
cover image caused by message hiding [1]. But in
most real cases this information are limited or even
absent, especially for advanced embedding algorithms.
Therefore, it is needed development of universal (blind)
stegdetectors that allows reliably detecting of stego
images even in case of limitation the information about
features of used embedding method.

1 Related works

One of the most widespread approaches to stego
images detection is usage of covers image models [1].
These models are taking into account cover image
parameters, such as [1]: parameters of pixels bri-
ghtness distributions, correlation of adjacency pixels
brightness, etc. Achieving of high detection accuracy
requires merging several simple models into one rich
model, for instance J+SRM [2], SRM [3] models. Despi-
te of high effectiveness of mentioned cover image rich
models, theirs practical applications are limited. It is
caused by necessity of time-taking and computation
intensive tuning of the enormous number of model’s
parameters (from 12,870 parameters for PSRM model
to 35,263 parameters for J+-SRM model) for achieving
high detection accuracy.

The development of adaptive embedding methods,
such as UNIWARD [4], leads to considerable reduction
of models-based stegdetectors performance. It is caused
by minimization of cover parameters alterations by
information hiding. For increasing detection accuracy
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it was proposed detection methods that are based on
applying of Artificial Neural Networks (ANN) [5]. The
ANN is used for extraction features from analyzed
images and further construction of cover image model.
Nevertheless, duration of ANN-based stegdetectors
tuning remains relatively long. Therefore it is needed
development of fast and accurate universal (blind)
stegdetectors that are effective even in case of absence
a priori information about embedding method features.

For solving of mentioned task it was proposed
to analyze alterations of cover pixels brightness di-
stortions due to information hiding with usage of
information-theoretic indices, such as chi-square di-
vergence [6]. It allows decreasing duration of steg-
detector tuning by preserving of detection accuracy.
Practical application of proposed solution requires
usage of initial (undistorted) cover images that are
hard to obtain in real cases. For this limitation to
be overcome we propose to use the calibrated cover
image, obtained by suppression (filtering) of specific
alterations caused by message hiding.

2 Task and challenges

Our purpose is analysis of chi-square divergence
changes by stego image pre-processing with usage of
median and Wiener filters in case of adaptive message
hiding according to UNIWARD embedding method.

3 Adaptive methods for data
embedding in digital images

For minimization of cover image distortions caused
by information embedding there has been proposed
adaptive embedding methods (AEM). Feature of AEM
is representation of data embedding process as optimi-
zation task [7]:

F(C,8) = Y m(ym) - Dym) — min
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with limitations
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where F(C,S) — function for estimation of cover
image C' alterations by stego image S formation; yaq —
set of cover pixels brightness changes that is needed for
message M hiding; Y — set of all the possible changes of
cover pixels brightness; m(yq) — estimation of probabi-
lity a stego image formation by usage of yar; D(ym)
— estimation of cover image parameters alterations due
to yaq applying; D, — fixed level of cover parameters
distortion by stego 1mage formation.

The standard way to solving (1) is usage of
assumption that embedding a single stego bit leads to

independent changes of cover image parameters. In this
case, functions m(ya) and D(yaq) can be represented
with usage of Gibbs distribution [7]:
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where d — stego bits number; p(y;) — function for
estimation a cover image alterations by applying i-
th element of set ya. Variation of Gibbs distribution
parameter A (3) allows either improving robustness of
formed stego image to steganalysis (A — +o0), or
increasing number of embedded stego bits (A — 0).

One of the most robust to steganalysis embedding
methods is UNIWARD groups of algorithms. These
methods are based on minimization of heuristically
defined distortion function p(-) [4]:

where C, S — grayscale cover and stego images with
size M x N pixels; Wﬁ)() — wavelet coefficient on the
uv-th spatial position in the k-th sub-band of first level
of two-dimensional discrete wavelet transformation;
o(o > 0) — stabilizing constant.

Usage of distortion function (5) by solving of opti-
mization task (1) with limitations (2) allows creati-
ng the uniform approach to embedding methods
construction. This approach can be adapted for
message embedding in spatial (S-UNIWARD algori-
thm) as well as JPEG (J-UNIWARD algorithm)
domains.

It is shown [6] that despite of high “adaptability” of
UNIWARD embedding methods to cover image, thei-
rs usage leads to significant alteration of cover image
pixel brightness distribution. These alterations can be
detected by changes of information-theoretic indices,
such as chi-squared divergence, by taking of initial
(undistorted) cover and stego images. In most practi-
cal cases such cover image is unavailable and can be
only approximated (calibrated). Therefore, it is needed
analysis of information-theoretic indices changes for
initial and calibrated (filtered) analyzed images.

4 Analysis of divergences
between pixel brightness di-
stributions of filtered stego
images
The well-known information-theoretic indices for

estimation differences between distributions of cover
Pc and stego Ps images pixels brightness are [1, 8]:
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Kullback-Leibler divergences (D), Hellinger (Dpg)
and Bhattacharaya (Dp) distance:

P
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Dp(Pc, Ps) = —In(1 — D%(Pc, Ps)), (8)
where Q = {0, 1,...,2¥—1} — range of pixels brightness
¢; k — number of bits that is used for pixel’s brightness
encoding.

It is shown [6] that Kullback-Leibler divergence
(6), Hellinger (7) and Bhattacharaya (8) distances
are insensitive to weak alterations of cover pixels bri-
ghtness distribution, caused by usage of AEM. For
revealing these alterations it was proposed to use
specific information-theoretic estimation, such as chi-
squared divergence D, [6].

Chi-squared divergence D,» between distributions
of cover Pg and stego Ps images pixels brightness can
be estimated according to formula [8]:

(Pc(q) — Ps(q))?
Ps(q) '

D,2(Pc, Ps) =

>
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(9)

It should be noted that distance (9) is not
symmetric — D,2(Pc, Ps) # D,2(Ps, Pc). Therefore,
it is useful to take into account by digital images
steganalysis estimation for cover (D;) and stego (DY)

images as well as relative (D;%l) chi-squared distances:
DL = Dy

2(Ps, Po), (10)

D$, = Dy2(Pg, Ps), (11)

D1t = DG, /DY (12)
According to the results of [6], the relative chi-
squared divergence D;%l (12) is more sensitive to weak
alterations of cover image in comparison with D;’; (10)
and DY, (11).
Typical values of D;El divergence by analysis of
undistorted cover and stego image, formed according

to S-UNIWARD and J-UNWARD embedding methods
analysis are represented on Fig. 1 [6].
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Fig. 1. Dependency of chi-squared divergence D;%l on
cover image payload for undistorted covers and stego
images formed according to S-UNIWARD (solid line)
and J-UNIWARD (dashed line) adaptive embedding
methods.

It should be noted weak dependency of chi-squared
divergence D;%l on cover image payload in case of usage
UNIWARD embedding methods (Fig. 1). Therefore,
detection accuracy for standard stegdetector [9], tuned
with estimated chi-squared divergence D¢ is relatively
low — probability of misclassification is Py;o = 0.43.

For strengthening the D;%l changes due to message
hiding it is represent an interest to pre-process
analyzed image with usage of median and Wiener
filters.

5 Experiments

Investigation was carried out with usage of pseudo
randomly chosen 10,000 images from standard dataset
MIRFLickr-25k [10]. Images were scaled to size
640x480 pixels with usage of Lanczos kernel and
transformed to grayscale mode (8 bits color depth).
Prepared images were saved in lossless JPEG format.

Stego images were formed according to S-
UNIWARD and J-UNIWARD embedding methods [4].
Cover image payload was changed from 5% to 65% with
step 5%.

Processing of images with median and Wiener fi-
lters were conducted in several steps. Firstly, analyzed
image was divided into parts with usage of sliding
windows W with size w x w(w € N,q4q) pixels, where
Nogq is set of odd numbers. Size of sliding window was
chosen w = 7 according to recommendation [11]. Then,
for suppressing the edge effects (w+1)/2 points outside
the image boundaries were symmetrically filled.

Image processing was started from left-upper corner
and iteratively continuing by sliding window shift on 1
pixel from left to right. If sliding window achieved the
last pixel in z row, window was moved to (z + 1) row.

For median filter, the initial (un-noised) value of
central pixel brightness W/* was estimated as medi-
an of brightness distribution for pixels located within
window.

For Wiener filter, it was used standard assumption
that noise is additive white Gaussian (AWGN). Esti-
mation initial brightness of sliding window’s central
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pixels was calculated according to [12]:

02—V2

7 W2,z = 1) 5
where p = E[W] — expectation of pixels brightness;
o2 = (E [WQ] — p?) — variation of pixels brightness;
E [] - expectation operator; v* = E [0?] — estimation
of AWGN variance.

Estimation of chi-squared divergence D;‘Zl for fi-
ltered cover and stego images was carried out according
to (12). Dependencies of divergence D;’;l on cover
image payload for processed initial (undistorted) cover
as well as stego images for S-UNIWARD and J-
UNIWARD embedding methods are represented at
Fig. 2.
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Fig. 2. Dependencies of chi-squared divergence D;%l

on cover image payload for S-UNIWARD (a) and J-

UNIWARD (b) embedding methods. Results for medi-

an and Wiener filters are marked as solid and dashed
lines respectively.

It should be noted that different character of
D;%l changes by cover image payload variation for
S-UNIWARD and J-UNIWARD embedding methods
(Fig. 2). These differences can be used as distincti-
ve features for revealing information about message
embedding domain.

Also, there is revealed jump of D;%l for stego
images, even in case of low (less than 10%) cover
image payload (Fig. 2). It allows using thresholding
of D¢ values for stego images detection. Application
of tuned stegdetector gives opportunity to significantly
decrease probability of misclassification (Pp;¢ & 0.17)
in comparison with case of undistorted image analysis
(Pyme =~ 0.43).

Conclusion

Based on the results the performed analysis, it
is shown that pre-processing (filtering) of analyzed
images allows discerning differences between pixels bri-
ghtness distributions of cover and stego images, formed
according to advanced S-UNIWARD and J-UNIWARD
embedding methods. Different character of chi-square
divergence changes for stego images, formed according
to SS-UNIWARD and J-UNIWARD methods, can be
used as distinctive features for revealing information
about information embedding domain.

Taking into account these differences between chi-
square divergence for cover and stego images allows
up to 4 times reducing probability of misclassification
(from for case of undistorted image analysis to ) even
in case of low cover image payload (less than 10%).
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Amnaniz 3min xi-kBaapar BigctaHi Mix
po3mo/ijiaMu ACKPAaBOCTI IIiKCeJiB mnpu
dinpTparnii creranorpamMm, cdopmMoBaHUX
srizao Mmerony UNIWARD

ITpozonos /1. O.

IIporunist HecaHKIIOHOBaHIM Hepeadi KOHMIAeHIITHIX
JAHUX € AKTYAJIHHOIO Ta BAYKJINBOIO 331a9€e10 choromni. Oco-
6/MBa yBara IPHUI/ISETHCS PAHHBOMY BUSBIIEHHIO ITPHXO-
Banoi (creranorpadiunoi) nepenadi indopmanii npu 06mini
MOBiOMIIeHHAME B iH(GOPMAIifHO-KOMYHIKAIIIHIX CHUCTe-
max. [IpuxoBanHas MOBIIOMIEHD (CTETOIAHAX) IPOBOIUTHCS
LIJITXOM BHECEHH# 3MiH 10 (hallyiB-KOHTEHHEPIB, 30KpeMa
1 poBUX 300parKeHb. 3a0e3MedYeHHsT BUCOKOT iMOBIpHOCTI
BUSABJIEHHSI C(DOPMOBAHUX CTEraHOTpaM MOTPedye 3acCTOCy-
BaHHs CIEiai30BaHUX CTEro/IeTeKTOPIB, 3aCHOBAHUX Ha
BUKODPUCTAHHI alPIOPHUX JAHWUX MO0 BUKOPUCTAHOTO CTe-
rarorpadigroro amropurmy. lle mpu3BoauTh 10 3HMKEHHS
edeKTUBHOCTI CHCTEMU BUAB/IEHHS Y BAIIAIKY ATaKU HYJIbO-
Boro mua (zero-day attack) — BUKOpHCTAHHS 3JI0BMACHWKA-
MU IIOIEePETHBO HEBIIOMUX METO/IIB IIPUXOBAHHIM OBII0M-
Jienb. BHACIIOK DHOrO aKTyaIbHOIO 33/1a9€i0 € PO3POOKa
YHIBEPCATBHUX (CJIMUX) CTErONETEKTOPIB, 3MIATHUX 3 BU-
COKOIO0 TOYHICTIO BUSIBJIITH CTETAHOTPAMHU B yMOBaX oOMe-
2KeHOCTI ab0 HaBITH BIACYTHOCTI ANPIOPHUX JAHUX IIOIO
BHKOPHUCTAHOTO cTeraHorpadiumnoro amropurmy. Bupimen-
He maHOl 33/1a4i mOTpeby€e BUIB/ICHHS Ta aHAMI3Y CJIA0KHX
3MiH mapaMerpiB 300parkeHHA-KOHTEUHEDY, 00yMOBJIEHHX
BOYZIOBYBAaHHSAM CTerofaHux. I/ miacuIeHHst JaHux 3MiH
B poOOTi 3aIPOTIOHOBAHO MPOBOIUTH TOIMEPETHIO 0OPOOKY
(bisprpanio) gocaiaxysBanux 300paKeHb 3 BHKOPUCTAH-
HJIM MEZIIaHHOTO Ta BiHepoBchbKoro &inprpis. Posrismnyro
BUIAA0K (HOPMYBAHHS CTETAHOTPAM 3 BUKOPUCTAHHSIM HO-
Bithix agantusanx meroais UNIWARD. Ilokasano, mo mo-
nepeHs GiapTparist CTeraHOrpaM JO3BOJISE€ BUABUTH CJ1a0-
Ki BIAMIHHOCTI B PO3MO/iJi 3HaYeHb SICKPABOCTI IKCEJIiB
300parKeHb-KOHTEMHEDPIB Ta CTEraHorpaM, HaBITb y BUIIAJ-
Ky MaJIoTO 3alOBHEHHsS KOHTEHHEpIB CTEromaHuMu (MEeHTIe
10 %). Buasneno, mo xapakTep 3MiH xi-KBaJpaT Bimcrani
MiK PO3IO/iIaMU 3HAYEHDb AICKPABOCTI LIKCE/IiB 300parkeHb-
KOHTEHWHEPIB Ta CTETAaHOTPAM CYTTEBO 3aJI€XKUThH BiT 001aCTi

BOYZIOBYBaHHS CTErOJAHWX [0 KOHTeitHepy. BpaxyBanms
JAHUX 3MIiH TP TIPOBEJEHHI CTErOoaHai3y IMU(POBUX 30-
Opa’keHb Ja€ MOXKJIMBICTh BU3HAYMATH 00/IACTh IIPUXOBAHHS
HOBIJIOMJIEHb Ta, BiANOBIIHO, obupaTn e(eKTUBHI MeToau
JEeCTPYKIII CTeraHOoTpaM.

Ka04061 cao6a: creroanadiil; aJanTuBHI creranorpadi-
qni Meroan; Mmerox UNIWARD; xi-kBagpatT BimcTaHb

Ananmu3 m3aMeHeHU#l Xu-KBaapaT paccTo-
AHUA MeEXKAY PpaclupeaeieHunaMn spKo-
cTu nukKceJjei npu puabTpanun CTeraHo-
rpaMM, c(pOpMUPOBAHHBIX COTJIACHO Me-
Tony UNIWARD

IIpozonoe /JI. A.

B pabore wmccnemoBaHbl M3MEHEHUsI XH-KBaJIpaT pac-
CTOSHUSA MEXK/y PacHpefeeHuIMU 3HAYeHUN SIPKOCTH IIH-
Kcesieil M300parKeHN-KOHTEHEPOB U CTEraHOTDAMM IIPU
mpoBefennn duabTpamuu. Paccmorpen ciay4ait dbopmu-
POBaHUSA CTEraHOTPAMM C WCIOJIb30BAHUEM AJAIITUBHBIX
meronos UNIWARD. ITloka3aHo, 9TO UCHOJIHL30BAHUE Me-
JUAHHOTO M BUHEPOBCKOTO (DUIBTPOB 1aeT BO3MOMKHOCTH
BBIABJIATH CIA0ble PA3/IMYNd B PACIPENE/ICHUSX SPKOCTH
TUKCe el 300 paKeHnii-KOHTEHEPOB U CTETAHOTPAMM, JTa-
K€ B C/Iydae MaJior0 3all0IHEHUs KOHTEMHEPOB CTero-
nannbivu (menee 10 %). Bprasseno, 4ro xapakrep m3me-
HEHUWil XW-KBAIPAT PACCTOSHUS MEXKIY PaCIIPEIe/TeHUSIMI
3HAYEHUI SIPKOCTU THKCEJIed MCXOIHBIX M 00pabOTaHHBIX
CTEraHOrPaMM CYIIECTBEHHO 3aBHCHUT OT OOJIACTH BCTPAH-
BaHUs CTETOJAHHBIX B M300parkeHue-KoHTehHep. Awnayms
MAHHBIX U3MEHEHU [IPY IPOBEIEHIH CTEr0aHaIn3a mud po-
BbIX M300paKeHuil 1aeT BO3MOXKHOCTD OLPE/Ie/IATh 00/1aCTh
BCTPAWBaHUs CTETO/IAHHBIX B M300paskeHne-KOHTEHED, ITO
IPeJICTaBJIsIeT UHTepeC N BbIOOpa 3P HEKTUBHBIX METO-
0B 1eCTPYKIuu C(HOPMUPOBAHHBIX CTETAHOIDAMM.

Karouesvie caosa: creroaHayns; aJalTHBHBIE CTEraHO-
rpadwnueckne metomnr; Metorq UNIWARD; xu-kBaapat pac-
CcTOgHUTE
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