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The effectiveness of modern methods of biosignal analysis largely depends on the availability of structured
data sets containing both primary signals and related metadata. At the same time, most existing biosignal
registration systems do not provide automated accumulation of such data in centralized databases, which
complicates the formation of training samples and the further application of machine learning algorithms.
The article considers an automated system for forming representative sets of biomedical data to increase
the efficiency of machine learning tasks in the analysis of the human physiological state. The infrastructure
of the information system for automated collection of biosignals and metadata and formation of data sets
in real time has been developed. The system has a multi-level architecture that includes a sensor level for
registering biosignals, a communication level for data transmission, and a server level for their processing
and storage. Signals were registered during system testing using a photoplethysmographic sensor integrated
with a wireless module based on a microcontroller with Wi-Fi support. The server part is implemented in
a virtualized environment using open source software, a web server, a database management system, and
signal processing software modules. For visualization of biosignals and interaction with users, a Web-API
and a web interface have been developed, which provide access to measurements, metadata management,
and signal visualization. The system implements a data streaming pipeline that includes query verification,
signal storage, and biomedical parameter calculation to assess the user’s functional state. An experimental
study of the system’s performance was conducted in a load testing mode that simulates the simultaneous
operation of a significant number of sensor devices. The results showed that the developed infrastructure is
capable of handling more than a hundred simultaneous connections with an average query processing time
of less than 100 ms. The results obtained confirm the possibility of using the proposed system for scalable
collection of biosignals and the formation of data sets suitable for further application of machine learning
methods.
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Introduction

Advances in machine learning and neural networks
are opening up new possibilities for medical diagnosis,
particularly in the areas of disease screening and moni-
toring [1–3]. The effectiveness of such methods depends
to a large extent on the availability of representative
data samples that include both healthy patients and
those with medical conditions [4–6]. At the same time,
the quality of statistical conclusions is determined by
the extent to which the sample under study corre-
sponds to the population; in practice, this requires the
collection of large volumes of diverse data and their
systematic organisation. At the same time, there is a
trend towards the creation of personalised diagnostics,
which necessitates the creation of proprietary datasets
of biosignals to enable the further training of artifi-
cial intelligence models that were originally developed
based on a generalised set of biosignals.

In recent years, there has been a significant in-
crease in the number of studies focusing on the use
of wearable sensors and biosensor devices to monitor
physiological parameters in everyday settings [3, 5–9].
Such devices are typically based on the Internet of
Things concept [10–12]. This enables the recording
of biosignals, supplemented with metadata regarding
the user’s condition, environmental factors or subjec-
tive assessments of their well-being. Machine learning
models are built using this data to analyse a person’s
physiological state, in particular to assess stress levels
or predict changes in well-being [13].

1 Statement of the Problem

At the same time, most existing approaches involve
collecting data and then analysing it offline. Biosignals
and corresponding labels (e.g. survey results) often
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have different temporal resolutions, which complicates
the construction of models with high temporal resolu-
tion. Furthermore, publicly available datasets are not
always relevant to specific research tasks, which limits
their potential for assessing an personal’s functional
state [14].

Traditional medical equipment does not usu-
ally support the automated creation of structured
databases: biosignals are stored locally on diagnostic
devices and require additional export, processing and
conversion steps before they can be used in research.
This significantly complicates the process of creating
datasets and limits the scalability of experiments. Of
course, this also hinders the creation of personalised
datasets for the active retraining of neural network
models [13].

In this context, there is a pressing need to develop
information systems capable of ensuring the automated
collection, storage and structuring of biomedical sig-
nals, the parameters extracted from them, and the
associated metadata. Of particular importance is the
ability to generate datasets in real time, which allows
for the rapid accumulation of representative datasets
for the subsequent application of machine learning
transfer methods.

The aim of this article is to establish an information
infrastructure that enables the direct transmission of
signals from wireless sensor devices to a server, fol-
lowed by their storage and processing, as well as the
recording of metadata and the conditions under which
the biosignals were recorded.

2 System Architecture and Real-

Time Data Acquisition Method

Achieving this goal requires developing a system
that forms a closed loop with three main components:
data collection, annotation collection, analysis, param-
eter extraction, their analysis and training of neural
network models. Also important are the presence of
a dashboard and an administrator API that facili-
tate the processes of organizing and coordinating data
collection according to the task of forming datasets.

The overall structure of the system consists of
several layers (Fig. 1): a sensor layer for recording
biosignals; a layer for sensor data transmission and
user interaction; and a cloud layer for data processing,
detection, and decision-making [11]. In our implemen-
tation, these layers correspond to sensor devices, a
Smartphone/Wi-Fi router, and a server.

This architecture focuses on three goals: the ability
to collect input data and analyze it quickly; the abil-
ity to scale in the data processing process; real-time
operation.
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Fig. 1. Architecture of the information infrastructure
for wireless biosignal registration

To create a semi-automatic sensor device for collect-
ing user data and determining their functional state,
it is advisable to develop a system that includes a
server part for saving data from different devices to a
single database (Fig. 2). In addition, the server should
have services for training neural networks. Currently,
it is most convenient to work with neural networks
in the Python programming language. The system
should also have an interface for adjusting and entering
metadata that characterizes the biosygnal.
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Fig. 2. Structure of the biosignal collection and analysis
system

Data processing pipeline

Open-source software was used to implement the
system’s server infrastructure. This approach provides
deployment flexibility, the absence of licensing restric-
tions, and the support of an active developer commu-
nity. The system operates in a virtualized environment,
which allows it to be quickly deployed on different
hardware or migrated to cloud platforms.

The server operating system used is Ubuntu Server
LTS, which is widely used for web infrastructure and
server applications. Virtualization provides isolation
of system components, simplifies scaling, and allows
for efficient management of computing resources. The
Nginx web server is used, which performs the functions
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of a reverse proxy server, load balancing, and provides
secure access to services via HTTPS.

Infrastructure deployment automation is imple-
mented using Vagrant and Ansible tools. This approach
enables the automatic generation of type-safe servers
with the same software configuration, as well as man-
age network parameters, node IDs, and other configu-
ration elements. The use of automation scripts ensures
infrastructure reproducibility and simplifies its scaling.

The PostgreSQL database management system is
used for data storage, which provides reliable stor-
age and processing of streaming data from sensors.
The server is configured taking into account perfor-
mance parameters, including the placement of data
files, transaction logs, and limits on the number of
simultaneous connections. Server access rules are also
configured.

During the testing of the system, a digital pho-
toplethysmographic sensor MAX30102 with an I2C
interface [1] was used to register biosignals. The sensor
supports a sampling rate of up to 400 kHz and has an
18-bit analog-to-digital converter with the ability to
adjust the intensity of the LED radiation. In standby
mode, the device consumes only 0.7 µA, which makes it
suitable for use in wearable systems with autonomous
power supply.

To an automated data collection system, a sen-
sor device based on the ESP8266 Wi-Fi module [12]
was developed. The module contains a built-in wireless
adapter supporting IEEE 802.11 b/g/n standards. The
ESP8266 module supports basic network protocols, in-
cluding IPv4, TCP, UDP, and HTTP, which allows it
to be used to transmit data to the server infrastructure.

During the development of the device, various
methods of data transfer to the server were inves-
tigated, including HTTP POST requests over TCP
and packet transmission over the UDP protocol. Using
UDP provides the ability to transfer up to 200 mea-
surements per second, but requires a stable network
connection.

The device transmits values from an 18-bit ADC as
six-digit decimal numbers for two measurement chan-
nels. One UDP packet transmits 64 sampling samples,
which is approximately 1 kB of data. This size was
chosen experimentally taking into account the Ether-
net MTU limitation (1500 bytes). Increasing the packet
size can lead to data loss due to fragmentation, while
decreasing the packet size reduces the useful informa-
tion content and transmission efficiency.

To obtain data from a wireless sensor device, a
service was created in the OS based on a program that
collects fragments of data from sensors as they arrive
and stores them in a database with automatic assign-
ment of a unique identifier to each record. The data
collected during the collection period was recorded in
a signal table that contains the readings of each sensor
with an indication of the time of their registration.

Fig. 3 shows an example of implementing an inter-
face with the ability to automatically collect a database
of a target group of patients with a description of their
functional state.

Fig. 3. Interface of biosignal registration mode

Algorithms for signal processing, data packet fil-
tering, and neural network training are based on the
Python 3 programming language. Its use is driven
by the ability to rapidly develop prototypes and the
presence of a developed ecosystem of scientific libraries
for numerical computing and machine learning, includ-
ing NumPy, SciPy, TensorFlow, PyTorch, Keras, and
Matplotlib.

To process streaming data from sensor devices, a
web service has been developed that implements a
pipeline architecture for query processing. Each query
contains a biosignal measurement session and a unique
user identifier. At the initial stage, the authentication
token is checked by comparing it with the user database
data; queries from unauthorized users are rejected.

In the photoplethysmographic testing mode, the
database stored the primary PPG signals in the red
and infrared ranges, as well as the parameters obtained
as a result of their analysis [15,16]. The main attention
was paid to heart rate variability (HRV) indicators,
which are used to assess the functional state of the
user [4,6]. These parameters include: heart rate (BPM);
mean interval between consecutive heartbeats (IBI);
statistical characteristics of the variability of NN inter-
vals (SDNN, SDSD, RMSSD); the proportion of NN
intervals exceeding the corresponding threshold values
(pNN20 and pNN50); mean absolute deviation of NN
intervals (MAD); respiratory rate (BR).

The obtained parameters were used for further
analysis of the physiological state and decision-making
on the need for additional measurements or metadata
collection.
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Web-API system architecture

User interaction with the biomedical signal collec-
tion and analysis system is implemented using Web-
API, which provides data exchange between the client
web interface and server processing modules. The client
part is built on the Angular framework using the
PrimeNG component library. After compilation, the
client code (HTML, JavaScript and static resources) is
placed on the NGINX web server, which is responsible
for servicing HTTP requests and delivering the user
interface.

The server part of the system is implemented as
a separate HTTP server, integrated with the web re-
source via API using REST-like requests. The client
part interacts with the server using JSON format re-
quests, receiving data for further visualization in a web
browser in the form of tables, graphs, and indicators.

The Web-API architecture includes several func-
tional groups of services:

– Measurement access service. Provides a list of
registered biosignals, their filtering by time pa-
rameters or search attributes, as well as access to
sensor data for visualization of biosignals.

– Sensor data processing service. Provides the abil-
ity to receive signal samples in a given time
range with support for various display modes of
the channels of the registered biosignals. At this
stage, signal preprocessing algorithms can be ap-
plied, in particular, the extraction of the constant
component of the signal, window filtering and
data normalization.

– Measurement monitoring service. Designed to
display the current status of the signal regis-
tration process and the formation of progress
indicators during the measurement.

– Metadata management service. Provides work
with user (patient) cards, categories for mark-
ing target groups and other auxiliary parameters
necessary for the formation of datasets and train-
ing samples.

– Data management service. Implements the stor-
age of measurement results and related metadata
in the database, as well as the operations of
editing and deleting records.

The proposed Web-API architecture provides sys-
tem modularity, separation of client and server logic, as
well as the ability to scale and integrate with biosignal
processing modules and machine learning algorithms

A key performance indicator of the developed sys-
tem is the delay between the registration of a biosignal
by a sensor device, its transmission to the server, and
receipt of the processing result. This delay determines
the total time of the data processing pipeline and de-
pends on the number of active users, which affects the
loading of data processing queues.

The system performance was evaluated using the
Tsung load testing tool, which allows emulating the
simultaneous operation of a significant number of users
and analyzing the behavior of web services and IoT
applications under different load levels. During test-
ing, the system receives requests that simulate typical
interaction of sensor devices with the server. A gradual
increase in the number of virtual users makes it possible
to determine the maximum load at which acceptable
performance indicators are maintained.

To simulate a typical device operation cycle with
a data collection server, a test session was created
that includes two main stages. The first stage involves
registering the device with the assignment of a unique
identifier, and the second stage involves transferring
measured data to the appropriate processing channel.

The experimental study was conducted on a vir-
tualized infrastructure using a virtual machine with
2 CPU cores and 2 GB of RAM with a web server
and database. This architecture allows for isolation of
system components and avoidance of resource access
conflicts. The results of the testing stages are shown in
Fig. 4.

The test results showed that the distributed in-
formation system deployed on two leading cloud
providers, Digital Ocean (fig. 4a) and AWS (fig. 4b),
is capable of handling over 100 simultaneous requests.
The results indicate the possibility of operating up to
30 sensor devices in real time without the need to take
measures to scale servers in the cloud environment.

Fig. 4. Maximum number of requests per second during
load testing

3 Discussion and Further Re-

search

The obtained results confirm the feasibility of using
the proposed information infrastructure for the auto-
mated generation of biosignal datasets in real time.
Unlike most existing approaches, which focus on data
collection followed by offline analysis, the proposed sys-
tem implements an integrated ‘collection-processing-
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annotation’ pipeline, ensuring temporal consistency
between biosignals and metadata.

Two approaches predominate in contemporary re-
search into biosignals. The first involves the use of
open datasets, such as the Pulse Transit Time PPG
Dataset [17] and the BIDMC PPG and Respiration
Dataset [18], which provide standardised samples, but
are limited in terms of the specifics of a particular
task, data collection conditions and sensor character-
istics. The second type consists of experimental data
collection systems using wearable devices, where data is
collected over a specific period for subsequent analysis.
Such systems generally lack a mechanism for real-time
intervention in the data collection process [6].

The proposed approach is distinctive in that it
allows not only for data collection but also for real-
time management of the data acquisition process. By
integrating the calculation of biosignal parameters with
decision-making mechanisms, the system can initiate
additional measurements or refine metadata precisely
at the moments when this is most informative. In
the current implementation, this is achieved through
threshold rules for key physiological indicators; how-
ever, the architecture allows this mechanism to be
extended to more complex models. The work most
relevant to the approach proposed in this article is
works [13,14], in which active reinforcement learning is
used to diagnose an individual’s functional stress state.

A key advantage of the proposed approach and
infrastructure is the ability to rapidly assemble tar-
get datasets tailored to a specific task. Unlike static
datasets, this enables the rapid planning of experi-
ments and the collection of the necessary biosignals
and corresponding metadata for a specific user, which
is critical for the personalisation of machine learning
models. This opens up the possibility of tailoring neural
network models to a patient’s individual characteris-
tics, including physiological parameters, behavioural
patterns and responses to external factors.

Furthermore, the proposed approach allows for the
variability of sensor devices to be taken into account. It
is well known that different types of sensors can gener-
ate signals with varying noise characteristics, sampling
rates and sensitivity. The ability to quickly collect ad-
ditional data for a specific device allows models to be
adapted to its specific characteristics, which improves
the accuracy of the analysis and reduces the impact of
hardware differences.

Performance analysis has shown that the proposed
architecture ensures low query processing latencies,
even under heavy load. It was also established that the
main factor affecting the total processing time is not
the web server’s response time, but rather delays in
the data processing queues and database writes. This
confirms the validity of using an asynchronous pipeline
architecture and indicates the potential for further
scaling of the system’s computational components in
particular.

However, the study has a number of limitations. In
particular, the experimental evaluation was conducted
in a controlled environment and does not cover the full
range of real-world usage scenarios. Furthermore, the
decision-making mechanism implemented for data aug-
mentation is currently heuristic and requires further
development using adaptive or learning strategies. Fur-
ther research is also needed to quantitatively analyse
the impact of the proposed approach on the quality
of machine learning models compared with traditional
static datasets.

Further research should focus on integrating active
learning methods with reinforcement learning to man-
age the data collection process, as well as on conducting
comparative experiments to assess the effectiveness
of personalised models. A separate area of research
involves investigating the impact of sensor characteris-
tics on signal quality and developing methods for the
automatic calibration of models.

Thus, the proposed information infrastructure fa-
cilitates the transition from the static accumulation of
biomedical data to its controlled and adaptive gener-
ation, thereby laying the groundwork for the develop-
ment of personalised systems for analysing physiologi-
cal status based on machine learning methods.

Conclusion

A multilevel information infrastructure of the sys-
tem for collecting and forming biosignal datasets in
real time has been developed, which includes a sensor
level of signal registration, a communication level of
data transmission, and a server level of information
processing and storage. Such a multi-level architecture
provides centralized data accumulation, their synchro-
nization with metadata, and the possibility of further
use in personal physiological state analysis systems.

The conducted load testing confirmed the effec-
tiveness of the proposed infrastructure for working
with streaming biosignal dat. The experimental results
showed that the system is capable of processing over
100 simultaneous requests and the ability to work in
real time with up to 30 sensor devices simultaneously,
which indicates the possibility of its application in
scalable cloud environments.

The results confirmed the relevance of creating in-
formation systems focused on automated collection and
structuring of biomedical signals together with meta-
data for further use in machine learning tasks. The
proposed approach allows overcoming the limitations
of traditional medical systems, in which biosignals are
stored locally and require additional processing before
forming datasets. The system can be used as a tech-
nological basis for forming representative datasets of
biomedical signals and further application of machine
learning methods for analyzing the functional state of
a person.
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Iнфраструктура для збору датисетiв
бiосигналiв у реальному часi

Мосiйчук В.С., Шарпан О.Б., Ялосоветський В.I.

Ефективнiсть сучасних методiв аналiзу бiосигналiв
значною мiрою залежить вiд наявностi структурованих
наборiв даних, що мiстять як первиннi сигнали,
так i пов’язанi з ними метаданi. Водночас
бiльшiсть iснуючих систем реєстрацiї бiосигналiв не
забезпечують автоматизованого накопичення таких
даних у централiзованих базах даних, що ускладнює
формування навчальних вибiрок та подальше
застосування алгоритмiв машинного навчання.

У статтi розглядається автоматизована система
формування репрезентативних наборiв бiомедичних
даних для пiдвищення ефективностi завдань машинного
навчання при аналiзi фiзiологiчного стану людини.
Розроблено iнфраструктуру iнформацiйної системи
для автоматизованого збору бiосигналiв i метаданих
та формування наборiв даних у режимi реального
часу. Система має багаторiвневу архiтектуру, що
включає сенсорний рiвень реєстрацiї бiосигналiв,
комунiкацiйний рiвень передачi даних та серверний
рiвень для їх обробки та зберiгання. Реєстрацiя сигналiв
пiд час тестування системи виконано з застосуванням
фотоплетизмографiчного датчика, iнтегрованого з
бездротовим модулем на базi мiкроконтролера з
пiдтримкою Wi-Fi. Серверна частина реалiзована
у вiртуалiзованому середовищi з використанням
програмного забезпечення з вiдкритим кодом,
веб-сервера, системи керування базами даних та
програмних модулiв обробки сигналiв.

Для вiзуалiзацiї бiосигналiв та взаємодiї з
користувачами розроблено Web-API та веб-iнтерфейс,
якi забезпечують доступ до вимiрювань, управлiння
метаданими та вiзуалiзацiю сигналiв. Система реалiзує
конвеєр потокової обробки даних, що включає
перевiрку запитiв, зберiгання сигналiв та розрахунок
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бiомедичних параметрiв для оцiнки функцiонального
стану користувача.

Експериментальне дослiдження продуктивностi
системи було проведено в режимi навантажувального
тестування, яке iмiтує одночасну роботу значної
кiлькостi сенсорних пристроїв. Результати показали,
що розроблена iнфраструктура здатна обробляти
понад сто одночасних пiдключень iз середнiм
часом обробки запитiв менше 100 мс. Отриманi

результати пiдтверджують можливiсть використання
запропонованої системи для масштабованого збору
бiосигналiв та формування наборiв даних, придатних
для подальшого застосування методiв машинного
навчання.

Ключовi слова: автоматизацiя збору даних; Iнтернет
речей; реєстрацiя бiосигналiв, потокова обробка даних;
визначення функцiонального стану; генерацiя наборiв
даних
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