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The article presents a new approach to periodic rotation of symmetric cryptographic keys for embedded
medical radio-electronic modules with limited resources. The method is based on locally generated time
tokens formed using a hardware real-time clock or alternative synchronization mechanisms via Bluetooth
Low Energy or internal microcontroller timer. Each device independently calculates a new key using
a cryptographic hash function and initial vector, avoiding transmission of service messages over the network.
An adaptive tolerance window was introduced to increase resistance to small time shifts. The time token
structure is presented in two formats, allowing optimal balance between timestamp accuracy, required
memory, and service data capabilities. The method is implemented on STM32 and ESP32 platforms under
FreeRTOS through the “key rotator” module. Lightweight Speck and Ascon algorithms were used for sensor
data encryption. Experimental studies showed 50% reduction in power consumption compared to traditional
schemes, generation delay under 1 ms, and synchronization restoration in over 98% of cases after power
outages. The proposed approach combines high security, energy efficiency, and stability for medical modules
with limited resources.
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Introduction

In the context of the growing popularity of radio-
electronic medical modules that function as part
of medical monitoring systems, telemedicine, and
implanted devices, ensuring reliable information secu-
rity is emerging as a key requirement for their
architecture [1-3]. One of the critical aspects is the
cryptographic protection of sensitive data transmitted
in open or partially protected channels [4]. Most of
such modules use symmetric encryption, which requi-
res a common secret key on both the transmitter and
receiver sides [5,6]. However, the use of static keys for
a long time creates serious risks of compromise, especi-
ally in conditions of long-term autonomous operation
of devices [7-9].

Cryptographic key rotation is a generally recogni-
zed means of increasing the system’s resistance to
attacks, in particular, to the reuse of intercepted
data, attacks of the “key exhaustion” or “key-recovery”
type [10,11]. However, classical rotation methods, such
as the use of public key infrastructure (PKI), key
exchange protocols (e.g. Diffie-Hellman) or a centrali-
zed key management server, are unsuitable for medi-

cal modules with limited memory, low computing
power and minimal power consumption [12-14]. In this
regard, there is a need to find lightweight, autonomous
and resource-saving mechanisms for updating keys
that do not violate the real-time regime and do not
require a permanent network connection. One of the
promising directions is the use of time tokens as the
basis for generating session keys [15]. This approach
allows both parties to cryptographic communication to
synchronously generate new keys based on the current
timestamp value without transmitting the key itself
over the communication channel [16]. If both devi-
ces have a consistent time interval or synchronization
source, periodic key rotation is possible without addi-
tional requests, which minimizes communication costs
and reduces the risks of interception. In the context
of medical radio-electronic systems, this property is
especially important, as it provides both cryptographic
stability and energy efficiency.

The aim of the research is to develop a method
for rotating cryptographic keys based on time tokens,
which takes into account the limitations of hardware
resources in radio-electronic medical modules and
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provides dynamic key updates without the exchange
of service messages.

1 Theoretical background and
Related Works

The issue of secure cryptographic key rotation
in embedded devices has been actively reflected in
a number of studies in recent years related to medical
monitoring systems, implanted devices, and telemedi-
cal sensor networks. In [17], a mechanism for periodic
key renewal for wireless medical sensor networks is
proposed, which is based on a counter and a derived
session identifier. The authors note that bandwidth
and power consumption limitations do not allow the
use of a centralized infrastructure for key exchange,
so keys must be generated locally. However, this
approach does not take into account possible device
failures or restarts that can disrupt the consistency
of counters between the parties. In [18], a timestamp-
based approach for key generation in implanted medi-
cal devices is analyzed. The methodology is based on
the use of the microcontroller system timer as a source
of entropy for key generation. The authors demonstrate
that when using a synchronized clock, the probability
of compromise is significantly reduced, since the key is
not transmitted over the network. However, the main
challenge remains time desynchronization under power
loss conditions, which can lead to key desynchroniza-
tion and authentication failure.

In [19], a method for generating cryptographic keys
based on hash functions from a time stamp using li-
ghtweight cryptography was developed for devices with
STM32 microcontrollers. The study was conducted on
a prototype system for monitoring cardiac activity. The
authors emphasize that the use of SHA-3-256 in combi-
nation with a time interval allows for resistance to
replay attacks with minimal load on the processor. At
the same time, the scheme does not take into account
scenarios where the device operates without access to
an external time source or is in offline mode for several
hours.

Another interesting approach is the solution
proposed in [20], which consists in creating a dynamic
window of permissible time shifts, which allows
compensating for small errors in synchronization.
This approach has been applied to glucose sensor
implantation systems, where the authors found that
a time range of +3 seconds provides reliable key
agreement without significant performance losses.
However, the implementation of the window requi-
res additional calculations and storage of several
key variants, which is not always acceptable for mi-
crocontrollers with a minimum amount of RAM.

Thus, despite the availability of real examples of
implementation of key rotation mechanisms based on
time tokens, the issues of ensuring stable synchroni-

zation, adaptation to partial desynchronization, mi-
nimizing memory consumption and fault tolerance in
the event of loss of the current state remain open.
Also insufficiently studied is the issue of hybridi-
zation of timestamp-based schemes with lightweight
cryptographic functions optimized for the architecture
of specific classes of microcontrollers widely used in
medical radio-electronic modules. This justifies the
need to develop a new method that takes these limitati-
ons into account and ensures continuous and stable key
rotation in devices with critical dependence on energy
resources and stability of operation.

2 Time token-based rotation

method

The proposed cryptographic key rotation method
is based on the periodic generation of a new sessi-
on key using time tokens generated locally at both
ends of the connection. The basic idea is that both
devices — the transmitter and the receiver — use a
consistent time source and a common seed vector to
independently calculate a new session key without
transmitting overhead data over the network:

Kiession = HMAC (Seed, Timestamp), (1)
where HMAC is a cryptographic hash function with a
key, Seed is a commonly known initialization vector,
and Timestamp is the current timestamp value that
is updated at a specified time interval. Due to the
properties of HMAC, the new key is unique every time,
even with a slight change in the timestamp, which
increases resistance to replay attacks and reduces the
risk of key compromise.

HMAC is chosen as a cryptographic hash function
due to the following properties:

1. Authentication and integrity. HMAC guarantees
that any change in the input data (Seed or Ti-
mestamp) will result in a completely different
output value, so a stub or modification of the
token by an attacker will be detected.

2. Replay protection. Since the Timestamp changes
with each Ty.tqte period, even if an attacker
intercepts the old token, it will not have the
power to decrypt or authenticate subsequent
sessions. Tolerance test condition |At| does not
allow the token to be repeated outside its time
slot.

3. Token length selection. We use HMAC with a
128-bit Seed key and truncate the HMAC output
to 64 bits (8 bytes) for the final Kession- This
provides high brute force resistance (264 combi-
nations) with moderate memory and computati-
onal overhead. 64 bits is sufficient to reduce the
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probability of guessing the key to 2%, which vir-
tually eliminates a successful brute force attack
within the device’s lifetime. The full 128-bit
length of the HMAC record remains available
for internal verification and allows for additional
integrity checks if necessary.

4. Length requirements for medical sensors. For
scenarios with a rotation interval Tjoigie < 60s
and short messages, 64 bits are sufficient, since
the probability of repeating or predicting the
token is extremely low. If the rotation frequency
or message length increases, you can safely use
96 bits or even the full 128 bits for Kgession-

A critical condition for synchronism is the availabi-
lity of a reliable time source. Devices with support
for a non-volatile or independent RTC (Real-Time
Clock) can operate autonomously without external
synchronization. Alternatively, devices can receive a ti-
me stamp via Bluetooth Low Energy (BLE) packets
or short synchronization messages from a central
node (e.g., a smartphone or base station). For the
least power-consuming configurations, the use of
the microcontroller’s internal timer is also consi-
dered, although this option is less resistant to long-
term desynchronizations. Table 1 compares the main
characteristics of the three options for organizing time
synchronization.

As can be seen from the table, hardware RTC
provides the best accuracy with moderate power
consumption, while BLE synchronization requires
a more complex implementation and consumes more
resources. The microcontroller’s internal timer is the
easiest to integrate and the most energy-efficient, but
its accuracy may not be sufficient for long rotation
intervals. The appropriate choice of method depends
on the specific requirements for accuracy, autonomy,
and system complexity.

The algorithm of operation on the transmitting and
receiving sides includes three phases:

1. Time synchronization (once or periodically via
a secure channel);

2. Token generation — calculation of Kgessi0n based
on the current Timestamp;

3. Message encryption and decryption
Kession as a symmetric key.

using

Table 1 Comparison of synchronization methods

Session key formation occurs synchronously on
the transmitter and receiver sides by calculating the
HMAC function from the shared Seed and the current
timestamp value. This approach does not require
key transmission over the network, which minimizes
the risk of its interception. Figure 1 shows a block
diagram of the key rotation algorithm, which includes
three main phases: initialization, synchronous key
generation, and session validation.

Transmitter Receiver

i s e s s i

Shared Seed

l

Timestamp

Shared Seed

l

|
|
|
: Timestamp
I
|

Key Generation
HMAC (Seed,
Timestamp)

~—=—7—7- i‘ ______ — i

Encrypt .|

Module i
|

| Tolerance | Window
Window !

-
|

Decrypt | |

d I
I

I

I

|

I

I

I

I
I
I
I
I
: v Tolerance
I
I
I
I
I

Application & Session Check

Fig. 1. Block diagram of the operation of the key rotati-
on method based on time tokens

As can be seen from the diagram, both devices
must have access to a synchronized time source (real
or relative). After receiving the current time stamp
value, an HMAC calculation is performed using a previ-
ously agreed secret parameter (Seed). Next, the session
key is checked, the current state is saved, and the
cryptographic mode for data transmission is activated.
In case of a discrepancy in the time stamps, the system
can apply a tolerance window to prevent communi-
cation failures. Formally, the tolerance window At
specifies the maximum permissible deviation between
the time stamps of the transmitter and receiver —
|Timestamp,, — Timestamp,., | < At.

If this condition is met, the Kgcssi0n key is consi-
dered valid, and the encryption/decryption module
is activated. Otherwise, the message is rejected as
potentially unsupported.

Synchronization method Precision Power consumption Implementation complexity

RTC (hardware clock) High (£10 ms) Average Connecting and calibrating the
RTC

BLE packets Average (100 ms) High BLE stack and synchronization pro-
tocol

MCU internal timer Low (£1 s) Very low Minimum (native timer)
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A key feature of the approach is the absence of the
need to exchange service messages about key updates,
which allows reducing the load on the communication
channel and avoiding delays. The T,,tqte parameter
(key rotation period) is determined experimentally,
taking into account the data transmission frequency,
the computing capabilities of the device, and the
need for protection against replay attacks. In a typi-
cal scenario for medical sensors, the Tj,tqte value is
10-60 seconds. To protect against key reuse, a control
mechanism is implemented in the form of a hash of the
last packet or a window of valid tokens.

The time token in the proposed implementation has
a structure of 4 or 6 bytes, which corresponds to 32-
or 48-bit representations of time in UNIX or Epoch
millisecond format. In the implementation shown in
Fig. 2, the token is generated based on the hardware
RTC, after which the HMAC function is applied with
a fixed 128-bit Seed key, jointly specified during initiali-
zation. Before detailing the key generation algorithm,
the format of time tokens used as an input parameter
for HMAC is given, Fig. 2.

[31..8] [7.0]
32-bit | seconds_high MS | g bits
24 bits 8 bits
[47..16] [15..0]
48-bit | seconds_high | ms ;g‘;‘; 8 bits
32 bits 16 bits 8 bits

Fig. 2. Time token format in 32- and 48-bit versions

Figure 2 shows two options for representing time
tokens:

1. 32-bit — the seconds_high field (24 bits, [31..8])
contains the high-order bits of UNIX time
(seconds), the ms field (8 bits, [7..0]) contains
milliseconds;

2. 48-bit — the seconds_high field (32 bits, [47..16])
and ms (16 bits, [15..0]) are similar to the 32-
bit format, and the additional sync_flags field
(8 bits, [7..0]) is used to indicate the synchroni-
zation status or special service flags.

The proposed method provides secure, energy-
efficient, and desynchronization-resistant rotation of
symmetric keys in medical modules operating in
resource-constrained mode. Due to local generation of
the session key without exchange of service messages
and application of adaptive tolerance window, the
system withstands small desynchronizations, maintain-
ing the reliability of the communication. The optimal
choice of parameters (token length, Totate period, At
value) allows you to customize the solution to the
specific requirements of medical sensors with limited
power consumption and memory. The following sec-
tion presents the results of testing and performance
evaluation of the proposed method using the example
of the STM32 microcontroller.

In this context, the term “optimal”’ refers to
a practical trade-off between cryptographic secu-
rity, computational overhead, memory usage, and
synchronization robustness. The chosen parameters
were experimentally validated based on the following
criteria:

— ensuring generation delay stays under 1 ms (real-
time constraint);

— minimizing RAM and Flash footprint (no more
than 4 KB RAM usage per key update operati-
on);

— maximizing recovery rate after short-term
desynchronizations (at least 98% with At = +2s);

— maintaining power consumption per operation
below 0.5 mA/s.

These criteria reflect realistic requirements for
medical ToT modules that operate in low-power,
timing-constrained environments. The “optimality” is
not mathematical global optimum, but an empiri-
cally determined set of parameters that balances
performance and robustness across different hardware
configurations.

3 Hardware and software

implementation

For experimental verification of the proposed
method, two typical hardware platforms widely
used in the development of medical radio-electronic
modules with limited resources were selected: STM32
(STM32L4 series) and ESP32. Both platforms support
low power consumption, have built-in real-time ti-
mers (RTC) and wireless data transmission facili-
ties. STM32L4 is characterized by ultra-low power
consumption and is used in implanted and wearable
devices, while ESP32 provides broader wireless
communication capabilities (Wi-Fi, BLE), which is
important for telemedical sensors [21]. Table 2 presents
comparative characteristics of the STM32L4 and
ESP32 platforms [22].

As can be seen from Table 2, the STM32L4
outperforms in terms of RTC accuracy and sleep power
savings, while the ESP32 offers a larger flash memory
and built-in Wi-Fi support.

The time-based key generation method was
implemented in the FreeRTOS environment with real-
time compatibility. To do this, the key calculation
process (1) was implemented as a separate low-priority
task that is activated only when the time interval
changes. Thus, the key tasks of monitoring physiologi-
cal parameters are not disrupted, which is critical for
continuous system operation. The RTC is used as the
main source of synchronized time, and in the case
of the ESP32, additional synchronization via BLE is
implemented using the time_sync_service protocol.
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Table 2 Characteristics of hardware platforms

Criterion STM32L4 ESP32
Flash / RAM 1 MB / 128 KB 4 MB / 520 KB
RTC accuracy +10 ms 4500 ms
Sleep/wake mode consumption 1 uA /150 pA 5 upA /750 pA

Wireless interface support

RTC, BLE (optional via

RTC, BLE, Wi-Fi
external module)

Minimum firmware size (FreeRTOS + HMAC)

~ 60 KB ~ 120 KB

A test environment was created for real-time session
key generation on STM32 and ESP32 microcontrollers.
All stages of the key rotation algorithm were tested
in this environment. Figure 3 shows the development
environments used and key pieces of code.

The implementation covers both the configuration
of the FreeRTOS environment and the integration of
libraries for working with RTC, BLE synchronization
and HMAC functions. The code of the key_rotator.c
module was tested in the STM32CubelDE and
PlatformIO environments using real equipment, which
confirms the algorithm’s operability in conditions of
limited resources. This allowed for key rotation without
conflicts with the main tasks of the real-time system.

To verify the correctness of key updates and
their use in encryption, the lightweight symmetric
algorithms Speck and Ascon were integrated, which
are recommended for use in devices with limited
resources. After generating a new session key, the
system automatically switches to its use in sensor data
encryption functions. The selected algorithms allow
you to comply with restrictions on the amount of RAM
(up to 4 KB) and encryption delay (up to 1 ms).

hieeyrotor.c main

The wuse of lightweight ciphers such as Speck
and Ascon was selected deliberately to evaluate the
performance of the proposed key rotation mecha-
nism in constrained environments. These algorithms,
while lightweight, adhere to modern cryptographic
standards and are recommended in NIST’s portfolio
for resource-constrained devices. Nevertheless, we
acknowledge that many real-world systems may require
stronger encryption methods or key exchange protocols
(e.g., ECC-based key agreement, DH, or TLS-like
handshakes). In such cases, the time-token mechanism
can serve as a complementary pre-key derivati-
on scheme or as part of hybrid protocols, where
initial asymmetric key exchange (once per device
session) is followed by periodic lightweight rotati-
onusing timestamps. Integrating such mechanisms
would increase the computation time per key update
to 5-15 ms and memory usage to 8-16 KB depending
on the algorithm (e.g., Curve25519), and would require
hardware cryptographic accelerators for real-time use.
However, the timestamp-based session key can still
offload rekeying cycles, especially in scenarios where
full asymmetric operations are not feasible at runtime
(e.g., implantable devices or long-sleep-cycle sensors).

Real Time Configuration

1 Anclude <stdint.h> VA main x
2 RTC Configuration
3  #incude "FrecknoS.h" 151 app_encryt(){ -——
4 #inlude "tinycryp/mmac.h> 152 kr_update(); © Time Configuration —
5 o 153 speck_encrypct (Sepe) Time Config © Tima Configuration
s ik krﬁmlt” 154 v General w RTC MinL andContiguratios
[ init rr seed() 155 } NVC Settings Payaneer settigs
9 > Code Generation User Constants
10 :2; app_v:-llda;‘e_Sy"E( " > Project NVC Setings
11  void kr_update(hmac_g_isyc_netix() 159 return 0:
12 {
15 hmac_gcnecate( — 160 }
14 session_kev, siseasion_key),
15 seed, sleers(imspt_ 157 P
16 timestamp(; Time Configuration
1 \ I: cr:nt]'js < Hour Formal:  0.00-00 00-50.07 v
18 -
19 } Hours 00 =z Minutes. 57 i
20 void kr_check_sync() 158 for appevech Seconds 00 ~
77 155 f return krchec(
22 current_time==currentTim) Input Source Frequency 30700 @ 203-9xtt
23 157 return sync(}{ Date Configuration
24 last_valid<lestvalid(: 156 if kr_check_sync mcexf) .
25 return (currenttimes-uq_dzmd_tim 159 } Week Dey: Alway Month
52 ) Year CirotfCondition>

Calbration
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TimaStamn Confiouration

Fig. 3. Development environment interfaces for implementing the key rotation module on STM32 and ESP32
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The software implementation is presented as
a separate module key_rotator.c, which con-
tains the functions of initialization kr_init(),
key update kr_update(), synchronization check
kr_check_sync() and integration with encryption li-
braries. The module does not depend on a specific
encryption algorithm and can be adapted to different
cryptographic libraries. Built-in logging mechanisms
allow you to track a failure of token generation or loss
of clock synchronization.

To implement HMAC, an implementation from the
[tinycrypt] library, adapted to the Cortex-M4 archi-
tecture, was used. Time synchronization via BLE is
provided using the esp_gatt_time_sync library (for
ESP32), which allows you to reduce the error to
+500 ms. The RTC module in STM32L4 is configured
for autonomous operation using an external quartz
resonator at 32.768 kHz.

As a result, a full-fledged software and hardware
configuration was implemented, demonstrating the
possibility of periodic rotation of cryptographic keys
in real time without a significant load on computing
resources, which makes the method suitable for use in
practical medical solutions.

4 Results

To evaluate the effectiveness of the proposed
method of cryptographic key rotation based on time
tokens, prototypes were implemented on STM32F103
and ESP32 microcontrollers, and a series of experi-
ments were conducted in the FreeRTOS environment.
The method was compared with the traditional
approach, which uses a fixed symmetric key without
dynamic updating. During the testing, the power
consumption during key generation, session key crea-
tion delay, synchronization stability, and resistance to
desynchronization during autonomous operation were
evaluated.

Table 3 presents the summary results of the
measurements.

Table 3 Comparative results of prototype implementa-
tions

Platform Power Formation| Recovery
con- delay success
sump- (ms) rate (%)
tion
(mA-s)

STM32 0.48 0.94 96.3

ESP32 0.52 0.94 89.1

Static protocol | 0.93...1.05| 2.8...4.1 0

Table 3 shows that the proposed time-token-based
method significantly outperforms the classical scheme
in terms of energy saving and generation speed, and
also demonstrates high resistance to desynchronizati-
ons.

According to the measurement results, the average
power consumption when generating one key in
the implemented timestamp-based approach was
0.48 mA-s for STM32 and 0.52 mA-s for ESP32, while
the implementation of the handshake scheme using
pre-calculated keys in the classical version required
0.93 mA-s and 1.05 mA- s, respectively. This indicates a
reduction in power consumption by 48-53% depending
on the architecture. The key generation time using
the HMAC function based on the timestamp did not
exceed 0.94 ms, while the generation of a session key
involving the exchange of service messages in classical
protocols required from 2.8 to 4.1 ms, depending on
the implementation.

The synchronization conditions were tested in two
modes: using BLE time transfer and in stand-alone
mode with RTC. In the case of a short-term power
outage of one of the devices and subsequent recovery,
the percentage of successful key synchronization
restoration without the need for manual intervention
was 96.3% when using BLE and 89.1% in a fully stand-
alone mode. With an allowable tolerance window for
desynchronization of +£2 seconds, the system maintai-
ned the correctness of the keys in 98.4% of cases,
while the traditional static scheme completely lost the
relevance of the key in any desynchronization. The
implemented method demonstrates an advantage over
classical schemes not only in power consumption and
key generation speed, but also in the ability to maintain
stable synchronization even in adverse conditions. This
makes the method appropriate for use in autonomous
radio-electronic medical modules that operate with
limited resources and high security requirements.

Conclusions

The article proposes a new approach to the rotati-
on of symmetric cryptographic keys, based on local
generation of time tokens and the use of the HMAC
function with an adaptive tolerance window At. The
token structure was formalized in the form of 32- and
48-bit formats with fields for the high-order bits of
seconds, milliseconds, and service flags, which allows
for a flexible combination of timestamp accuracy and
representation compactness.

The method was successfully implemented on the
STM32L4 and ESP32 platforms running FreeRTOS as
a modular solution that includes the tasks of token
generation, HMAC calculation, and integration with
lightweight Speck and Ascon encryption algorithms.
Experimental results indicate a significant reduction
in power consumption (by 48-53%), a reduction in key
generation delay to 0.94 ms, and high resistance to
desynchronizations (up to 98.4% successful recovery at
At = +£2s.

The proposed method demonstrates high practi-
cal value for autonomous medical sensors with limi-
ted resources due to the optimal balance between
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security, energy efficiency, and reliability of operati-
on under unstable synchronization conditions. Further
research can be aimed at integrating HMAC hardware
accelerators and adapting to scenarios with even higher
requirements for time accuracy.

The method demonstrates adaptability to hybrid
scenarios involving asymmetric initialization, and
its parameters can be tuned to match vari-
ous performance-security trade-offs depending on
deployment context.
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Metoa poranii kpuntorpadidHuX KJIiO-
4iB Ha OCHOBi YacoOBUX TOKEHIB IJis pa-
Ji0eJIEeKTPOHHUX MEIUYHUX MOIYJIIB 3
obMexkeHuMHu pecypcaMun

Posaomit 1., Haymenro C., Tpemboseuyvruti P.

Y crarTi npeacraBieHO HOBWM MiaXim A0 mepiogumdHOl
poTaril CUMETPUIHUX KPUMTOrpadivHnX KIIOUIB 11t BOY-
JOBAHUX MEIUTIHUX PA/Ii0eIEKTPOHHUX MOIYJIB 3 oOMerke-
auMu pecypcamu. Meron 6a3yeTbcsi HA BUKOPHCTAHHL JI0-
KaJIbHO TEHEPOBAHUX YaCOBUX TOKEHIB, M0 (GOPMYIOTHCS HA
OCHOBI aIIapaTHOTO TOAUHHUKA PEabHOr0 Jacy abo aabrep-
HATUBHUX MexaHi3MiB cuHxpoHizarii uyepe3 Bluetooth Low
Energy um BHyTpinrHiit Taiimep MikpokoHTpoJiepa. Koxmmit
NpPUCTPINl CAMOCTIHHO OOYHCI/IIOE HOBUH KJIIOY i3 BUKODH-
cTaHHaM Kpunrorpadidaol xem-dyHKINl Ta TOYATKOBOTO

BEKTOPA, IO 03BOJIE€ YHUKHYTH Iepeaati CIyzK00BUX I10-
BiIOMJIEHD TI0 MEpeKi.

st migBuimeHHst CTIKOCTI /0 HEBEJWKWX 3CYBIB dYa-
Cy BBeAeHO ajanTusHe BiKHO TosiepanrHOcTi. CTpyKTypa
YaCOBUX TOKEHIB IPEJICTaB/IEHa y ABOX (pOpMaTax, IO JI0-
3BOJISIE ONTUMAJIHHO OATAHCYBATH MiXK TOYHICTIO 9aCOBOL
MITKH, 00CAroM HeoOXiaHOT mam’dTi Ta MOXKJIMBOCTIMHE 10-
JTaBaHHS CIyKOOBUX TAHWX.

Metoz peaii30BaHO IPOrPAMHO-AIIAPATHO Ha ILI1aTEOP-
max STM32 ta ESP32 ming xkepysanusm FreeRTOS uepes
Monynb <«key rotators. [na mudpyBaHHH BUKOPHCTAHO
nosnermieni ajaropurmu Speck ta Ascon.

ExcnepumenTasbHi JIOCIKEHHS MTOKA3aJIA 3HUKEHHS
eHeprocnokuBanas Ha 50% MOpIBHAHO 3 TpajwIiiHAMA
cxeMaMu, 33TPUMKY reneparil menme 1 MC Ta BIIHOBJIEHHA
cuHXpoHi3amii y moHam 98% BWITaKiB TCISA BiAKIIOYEHD
JKUBJIEHHsI. 3alPONOHOBAHUN IM/IXiJ MOEAHYE BUCOKMIA Pi-
BeHb Oe3iieku, eHeproedeK TuBHICTD 1 crabliabHicTh poboTu
IS MEIUYIHUX MOYJIB 3 OOMEKEHUMU PECypPCaMu.

Kao406i caosa: xkpurrrorpadiaHuil K09, 9aCOBi TOKe-
uu; HMAC,; Bikuo rosepanrnocti; FreeRTOS; STM32L4;
ESP32; memuusi cercopu
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