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This paper presents the development of a mathematical model of the information signal of a radio-
beam detection system for studying the factors influencing its parameters. The model is based on the
Huygens–Fresnel principle. The intruder is represented by an equivalent rectangle, which sequentially
occludes certain regions of the wave phase front during movement. The information signal is defined as the
normalized difference between the field strength in the absence of the intruder model and the field strength
in its presence and motion. The mathematical model of the information signal was verified by physical
simulation at a frequency of 9.3 GHz using a R2-61 panoramic VSWR meter, standard horn antennas,
and metal plates of various sizes that were moved across the detection zone. The model demonstrated
good agreement with experimental data, allowing its application for predicting the waveform of information
signals. A series of computational experiments was performed for frequencies of 10.5 GHz, 5.8 GHz, 2.5 GHz,
and 1.0 GHz for a 50 m security perimeter. Three intruder movement scenarios were analyzed: upright,
bent over, and crawling. It was shown that at higher frequencies (10.5 GHz), the signal during crawling
exhibits a positive increment, creating a risk of undetected intruder crossing in systems configured to trigger
on negative increments. Lowering the frequency to 5.8 GHz and 2.5 GHz provides more stable negative
increments at slightly reduced signal amplitude. At 1.0 GHz, a significant reduction in the signal level is
observed. The proposed mathematical model of the information signal accounts for the operating frequency,
antenna spacing, intruder geometry, its position, and movement method. This makes it possible to create
a database of signals for a specific security perimeter, enabling the use of correlation-based signal processing
methods. The obtained results allow selecting the optimal frequency range for a given security perimeter,
reducing the volume of experimental testing on a security perimeter, and improving information signal
processing algorithms, which will enhance detection reliability and reduce the number of false alarms.
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Introduction

When designing security systems for critical faci-
lities, both military and civilian, priority is given to
measures that prevent potential intruders from enter-
ing the facility’s premises. These measures can be
classified as engineering, organizational, and technical
[1–3].

Through engineering measures, a reliable barrier
is implemented that prevents intruder penetration or
significantly slows down their progress, and actions
are taken to minimize the number of areas within the
territory where an intruder could remain undetected.
Through organizational measures, an access control
system is implemented, and preventive work is carri-
ed out with the facility personnel. Technical measures
involve the installation of specialized devices for securi-
ty purposes, which comprise a combination of an alarm
system and a warning signal transmission system.
These devices are designed to detect unauthorized
intruder access to a protected facility and to generate

an alarm signal for transmission to the central security
console. The key element in this context is the technical
detection equipment.

Technical detection equipment is based on various
physical principles, but all share the common feature
of converting the intruder’s physical actions – such as
movement, pressure on the ground or on a barrier, and
other interactions – into an electrical signal, referred
to as the information signal. Upon generation of the
information signal by the detection device, the signal
is amplified, processed, and analysed according to a
specific algorithm, enabling automatic generation of
an alarm notification if the signal parameters meet
pre-established criteria.

In addition to large stationary facilities, where
the principles of security system design are well-
established, there exist small, localized objects that
operate autonomously in relatively unpopulated areas,
such as mobile network operator relay towers, various
aerial surveillance devices and systems, and similar
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installations. For such sites, it is necessary that the
security system be simple to install and operate, and,
if required, capable of being camouflaged to blend with
the surrounding landscape and exterior structures.

Among a wide range of technical detection devices,
radiobeam systems, also known as bistatic radars, are
among the most effective and reliable. In the simplest
configuration, a radiobeam detection system consists of
two antennas — a transmitting antenna and a receiving
antenna. When an intruder enters the area between the
transmitting and receiving antennas, the signal level
at the receiver output changes, providing information
about the intrusion, i.e., the information signal. Such
systems do not require prior specialized engineering
preparation of the terrain. They can be deployed both
in facilities with perimeter fencing and in open areas. If
necessary, the linear components of these systems can
be camouflaged as exterior objects. A wide range of
such devices is available on the market [4,5] and others
designed for different frequency ranges and security
perimeter lengths. At the same time, a considerable
number of researchers are engaged in the study and
improvement of such detection systems.

In particular, in [6, 7] the optimal deployment of
such detection systems for intrusion detection is being
studied, with an emphasis on the coverage of a network
of bistatic radars, consisting of multiple transmitters
and receivers, where any transmitter–receiver pair can
form a bistatic radar. Operational algorithms for these
systems are proposed.

The study [8] examines measures to reduce the
impact of destabilizing factors, such as weather condi-
tions, vegetation, and animals, on the operation of
the detection system. It has been established that the
increase in the information signal level, which ensures a
reduction in false alarms, is simultaneously influenced
by the operating frequency, antenna design, and the
employed digital signal processing methods. Several
patents are also dedicated to this topic. For example,
in [9] a bistatic radar is considered inwhich passi-
ve reflectors are used to implement a closed security
perimeter, significantly reducing the overall cost of
the security system. And in [10] a bidirectional bi-
static radar is analysed, in which the use of transceiver
modules at each end enables the formation of two
information signals from the intruder, thereby signi-
ficantly enhancing detection performance.

However, a drawback of radiobeam detection devi-
ces is the presence of “dead zones” and the necessity to
provide a considerable “exclusion zone”. Therefore, the
study of the principles of information signal formati-
on, depending on the intruder’s method of crossing
the security perimeter, and the determination of the
detection zone dimensions remains a relevant and
important task.

1 Development and verification

of a mathematical model of the

information signal of a radio-

beam detection device

The operating principle of the radiobeam detection
device described above is illustrated in Fig. 1.

Fig. 1. Principle of construction of a radiobeam
detection device

It consists of a spatially separated microwave
transmitter and receiver, each equipped with a
corresponding transmitting and receiving antenna.
Ideally, a sensitive area is formed between the antennas
in the shape of a rotational ellipsoid. Its transverse di-
mensions depend on the distance between the antennas
and the operating frequency [11]. The higher the
operating frequency, the narrower the detection zone
width for the same distance, and vice versa. When an
intruder appears and moves within the sensitive zone
between the antennas, the amplitude of the microwave
signal at the output of the receiving antenna changes.
This amplitude variation, after detection and amplifi-
cation, serves as the information signal. Following its
amplification and processing according to a predefined
algorithm, a conclusion is made regarding the presence
or absence of an intruder.

Since the sensitive area has the shape of an ellip-
soid, it is evident that so-called “dead zones” will exist
in the immediate vicinity of the antennas, where the
level of the information signal will be minimal. These
regions are shaded in Fig. 1. The amplitude and shape
of the information signal will also be influenced by the
manner of movement: standing upright, crouching, or
crawling.

Experimental study and investigation of the ampli-
tude and waveform of the information signal, as well
as the influence of “dead zones” on its parameters
as a function of operating frequency, antenna spac-
ing, and manner of movement, require considerable
resources and labour efforts. Therefore, it is necessary
to develop a mathematical model of the information
signal of a radiobeam detection device, which will make
it possible to determine the influence of the relative
positioning of the transmitting and receiving antennas,
operating frequency, intruder dimensions, and manner
of movement on the parameters of the information
signal.
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As is well known, the field at the reception po-
int can conveniently be determined based on the
Huygens–Fresnel principle [11–13]. In this approach,
each point of the wave front is considered a secondary
source of a spherical wave, or, equivalently, a Huygens
element. A Huygens element is an elementary patch of
the wave front. Each side of this patch is significantly
smaller than the wavelength at the specified operating
frequency. The radiation pattern, whose cross-section
in the 𝑧0𝑦 plane is shown by a dashed line in Fig. 2, is
described by a function known as a cardioid.

𝑓 (Θ) =
cos (Θ) + 1

2
, (1)

where the angle Θ is measured from the normal to the
plane of the Huygens element (Fig. 2).

Fig. 2. For the calculation of the radiation field of
a Huygens element

To determine the electric field intensity 𝐸1 at the
observation point 𝑀 , it is necessary to know the
electric field intensity 𝐸0 of the Huygens element, the
distance 𝑟 between them, and the angle Θ between
the 𝑧 axis and the direction toward the observation
point [11,13]:

𝐸1 = 𝐸0
𝑒−𝑗𝛽·𝑟

𝑟
· cos (Θ) + 1

2
, (2)

where 𝛽 = 2𝜋
𝜆 – phase coefficient (phase constant).

Given the coordinates of the Huygens element
(𝑥0, 𝑦0, 𝑧0) and the observation point (𝑋1,𝑌1,𝑍1),
the distance 𝑟 and the cosine of the angle Θ can be
determined from the geometric construction (Fig. 2).
The distance 𝑟:

𝑟 =

√︁
(𝑋1 − 𝑥0)

2
+ (𝑌1 − 𝑦0)

2
+ (𝑍1 − 𝑧0)

2
, (3)

and cosine of the angle Θ:

cos (Θ)=
(𝑍1−𝑧0)√︁

(𝑋1−𝑥0)
2
+ (𝑌1−𝑦0)

2
+ (𝑍1−𝑧0)

2
. (4)

Omitting the intermediate steps, and based on
expressions (2), (3), and (4), we obtain:

𝐸1 = 𝐸0 · 𝑒−𝑗𝛽·
√

(𝑋1−𝑥0)
2+(𝑌1−𝑦0)

2+(𝑍1−𝑧0)
2

×

×

(︂
(𝑍1−𝑧0)+

√︁
(𝑋1−𝑥0)

2
+(𝑌1−𝑦0)

2
+(𝑍1−𝑧0)

2

)︂
2 ·

(︁
(𝑋1−𝑥0)

2
+(𝑌1−𝑦0)

2
+(𝑍1−𝑧0)

2
)︁ .

(5)

In radiobeam detection devices, the width of the
detection zone is significantly smaller than its length.
Therefore, the angle Θ → 0, cos (Θ) → 1, and thus
expression (1) also approaches unity. Consequently, for
this case, the influence of the directional properties of
the Huygens element can be neglected, which consi-
derably simplifies the expression for calculating the
field from a single element:

𝐸1 = 𝐸0
𝑒−𝑗𝛽·

√
(𝑋1−𝑥0)

2+(𝑌1−𝑦0)
2+(𝑍1−𝑧0)

2√︁
(𝑋1−𝑥0)

2
+ (𝑌1−𝑦0)

2
+ (𝑍1−𝑧0)

2
. (6)

At the location of the receiving antenna, the field
is determined as the superposition of the fields from
all Huygens’ elements into which the wave phase front
is conventionally divided. As a result, a certain field
strength level is established at the receiving point,
and corresponding signal amplitude is formed at the
receiver output. When an intruder crosses the security
perimeter, they sequentially obscure certain portions of
the wave phase front corresponding to different Fresnel
zones.

To reduce the complexity of the expressions and
facilitate subsequent calculations, several new notati-
ons are introduced, as shown in Fig. 3.

Fig. 3. Geometry of the mathematical model of the
information signal

At the point with coordinates (𝑥1, 𝑦1, 𝑧1) is located
the phase center of the transmitting antenna, while at
a distance 𝑅 from it, at the point with coordinates
(𝑥2, 𝑦2, 𝑧2), is located the phase center of the receiving
antenna. In the (𝜒0𝜁) plane, at a distance 𝑅𝑌 from
the transmitting antenna, an intruder moves, which
is conventionally represented as a rectangle composed
of a certain number of elementary square patcheswith



8 Storozh V. H., Fabirovskyy S. Ye., Prudyus I. N., Matiieshyn Yu. M., Oborzhytskyy V. I., Hurmach R. M.

side ∆, much smaller than the wavelength. The coordi-
nates of these elementary patches in the (𝜒0𝜁) plane
are (𝑥𝑜𝑡, 𝑧𝑜𝑞). As the intruder model moves along
the 𝜒-axis, it sequentially obscures the correspond-
ing elementary patches with coordinates (𝑋𝑖,𝑌𝑗), into
which the wave phase front is discretized, thereby
simulating the process of information signal formation.

The sequence of the process for modeling the shape
of the information signal can be presented as follows.
First, the field distribution is determined in the (𝜒0𝜁)
plane, through which the intruder model will move (see
Fig. 3).

𝐸𝑖,𝑗 = 𝐸0
𝑒−𝑗𝛽·

√
(𝑥1−𝑋𝑗)

2+(𝑦1−𝑅𝑌 )2+(𝑧1−𝑍𝑗)
2√︁

(𝑥1−𝑋𝑗)
2
+ (𝑦1−𝑅𝑌 )

2
+ (𝑧1−𝑍𝑗)

2
(7)

Next, by summing expression (7) over both coordi-
nates 𝜒 and 𝜁, the field at the location of the receiving
antenna with coordinates (𝑥2, 𝑦2, 𝑧2) is determined.
This constitutes the so-called reference signal:

𝐸𝑅 =

𝑁∑︁
𝑖=0

𝑀∑︁
𝑗=0

𝐸𝑖,𝑗×

× 𝑒−𝑗𝛽·
√

(𝑥2−𝑋𝑗)
2+(𝑦2−𝑅𝑌 )2+(𝑧2−𝑍𝑗)

2√︁
(𝑥2 −𝑋𝑗)

2
+ (𝑦2 −𝑅𝑌 )

2
+ (𝑧2 − 𝑍𝑗)

2
. (8)

By performing analogous steps, the field distributi-
on in the plane that will be obscured by the intruder
model as it moves along the 𝜒 coordinate is determined:

𝐸𝑃𝑡,𝜃 (𝜒) = 𝐸0×

× 𝑒−𝑗𝛽·
√

(𝑥1−𝑥𝑜𝑡+𝜒)2+(𝑦1−𝑅𝑌 )2+(𝑧1−𝑧𝑜𝜃)
2√︁

(𝑥1−𝑥𝑜𝑡 + 𝜒)
2
+ (𝑦1−𝑅𝑌 )

2
+ (𝑧1−𝑧𝑜𝜃)

2
. (9)

As a result, the field at the location of the receiving
antenna will change:

𝐸𝑂𝐵 (𝜒) =

𝑇∑︁
𝑡=0

Θ∑︁
𝜃=0

𝐸𝑡,𝜃 (𝜒)×

× 𝑒−𝑗𝛽·
√

(𝑥2−𝑥𝑜𝑡+𝜒)2+(𝑦2−𝑅𝑌 )2+(𝑧2−𝑧𝑜𝜃)
2√︁

(𝑥2−𝑥𝑜𝑡+𝜒)
2
+ (𝑦2−𝑅𝑌 )

2
+ (𝑧2−𝑧𝑜𝜃)

2
. (10)

The information signal is defined as the difference
between the field magnitude at the location of the
receiving antenna in the absence of the intruder model,
determined by expression (8), and the change in field
intensity caused by its movement (10). For convenience
in comparing simulation results under different conditi-
ons, this difference is suitably normalized with respect
to the magnitude of the field intensity at the receiving
antenna location in the absence of the intruder model:

𝑆 (𝜒) =
𝐸𝑅− 𝐸𝑂𝐵 (𝜒)

|𝐸𝑅|
. (11)

The developed mathematical model of the signal
enables the investigation of the shape of the informati-
on signal and allows assessment of the impact of the
operating frequency, the length of the security peri-
meter, the intruder’s dimensions, and the manner of
their movement relative to the antennas of the radi-
obeam security device on the parameters of this signal.

As noted above, when an intruder crosses the
security perimeter, they sequentially obscure certain
portions of the Fresnel zones, which is the cause of the
information signal. However, the intruder may traverse
the security perimeter in different ways [14]: standing
upright, bent over, or crawling. In a first approxi-
mation, it is convenient to represent the intruder as
equivalent rectangles [15, 16], which are appropriately
positioned relative to the Fresnel zones (Fig. 4).

Fig. 4. Representation of an intruder crossing the
security perimeter by equivalent rectangles

Thus, in each case, the signal will differ both
in amplitude and in shape. Information about the
parameters of the information signal is particularly
important when developing the processing and analysis
of information signal algorithm for any detection devi-
ce, as it ensures reliable intruder detection and reduces
the probability of false alarms.

The verification of the proposed mathematical
model was carried out through physical simulation at
a frequency of 9.3 GHz. The security perimeter was si-
mulated using two horn antennas with a gain of 19 dBi
- transmitting and receiving - placed 230 cm apart,
while the intruders were represented by two metal
plates measuring 125×315 mm and 222×315 mm. The
measurements were carried out using a panoramic
VSWR meter R2-61.

The plates were sequentially mounted between
the transmitting and receiving antennas on a special
mechanism that provided transverse displacement in
0.5 cm increments in the vertical orientation, thus si-
mulating the crossing of the security perimeter. The
comparison of experimental and simulation results for
the 125×315 mm plate is shown in Fig. 5, and for the
222×315 mm plate in Fig. 6.
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Fig. 5. Comparison of simulation results (solid line)
and physical experiment (points) for the plate with

dimensions 125×315 mm

Fig. 6. Comparison of simulation results (solid line)
and physical experiment (points) for the plate with

dimensions 222×315 mm

In both graphs, the signal amplitude is normalized
with respect to the level in the absence of any objects
in the sensitive zone, and the numerical values along
the 𝑥-axis correspond to centimeters. The incomplete
data along the 𝑥-axis for the physical experiment is due
to the limited travel range of the displacement mecha-
nism. The verification demonstrated a sufficiently good
agreement between the simulation and experimental
results. Therefore, this model can be used for further
studies.

2 Modeling of the informati-

on signal waveform during

intruder penetration of the

security perimeter

To simulate the shape of the information signal, the
intruder is represented by an equivalent rectangle (see
Fig. 4) with dimensions H along the 𝜁-axis and W along
the 𝜒-axis. For modeling an intruder walking upright,
H = 1.8 m and W = 0.42 m are assumed; for a bent
over, H = 0.85 m and W = 0.9 m; and for crawling,
H = 0.4 m and W = 1.9 m. In all three cases, the cross-
sectional area of the intruder model is approximately
the same and equals 𝑆𝑜𝑓𝑓 ≈ 0.76 m2.

For the protection of small local facilities operat-
ing autonomously in relatively unpopulated areas, the
length of a single security section is relatively short and
may amount to only several tens of meters. Therefore,

for the purposes of signal modeling, the length of the
security perimeter is limited to R = 50 m.

The installation height of the antennas of the radio-
beam detection system is selected to ensure maximum
overlap of the cross-sectional area of the first Fresnel
zone by the intruder crossing the security perimeter.
This area simultaneously depends on the operating
wavelength, the length of the security perimeter, and
the point of intersection. The area is largest at the
midpoint of the section and narrows toward its edges.
Therefore, the maximum installation height is limited
in order to prevent the formation of a dead zone in
the middle portion of the perimeter directly at ground
level. Conversely, the minimum installation height is
also constrained to reduce the influence of vegetation
and snow cover during winter.

Therefore, for modeling purposes, the antenna
installation height is taken as h = 0.75.

An evaluation of the magnitude and waveform of
the information signal will be carried out for different
modes of movement (see Fig. 4), both at the midpoint
of the section and at its edge, at a distance of 5 m from
the antenna, for various frequency bands.

Fig. 7 presents the results of information signal
simulation at a frequency of 10.5 GHz for an intruder
moving in an upright position. The section length is
50 m, and the antenna installation height is 0.75 m.

In this case, the information signal represents the
variation of the field strength at the location of the
receiving antenna as a function of the intruder model
position along the 𝜒-axis (see Fig. 3), relative to the
field strength in its absence. Thus, this signal is a di-
mensionless quantity, which makes it possible to focus
on its shape. Additionally, for convenience of analysis,
in Fig. 7 and in all subsequent figures, conditional
triggering threshold lines are indicated by points at
levels 1.1 and 0.9.

Fig. 7. Information signals during intruder crossing of
the security perimeter in an upright posture for a 50 m
security section at 𝑓 = 10.5 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge
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As can be seen from Fig. 7, a significant decrease
in the signal level occurs at the moment of crossing
the security perimeter, which is easily detectable. By
appropriately selecting the triggering threshold, it is
possible to localize the detection zone directly along
its axis.

Similar results were obtained when using the model
of the intruder crossing the perimeter in a bent over
posture, as shown in Fig. 8.

Fig. 8. Information signals during intruder crossing of
the security perimeter in a bent over posture for a 50 m
security section at 𝑓 = 10.5 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

In this case, a distinct negative signal increment
is observed, which also ensures detection of the peri-
meter crossing and clear transverse localization of the
intruder. The results of signal waveform simulation for
crawling across the perimeter are shown in Fig. 9.

Fig. 9. Information signals during intruder crossing of
the security perimeter in a crawling posture for a 50 m
security section at 𝑓 = 10.5 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

Unlike the previous cases, here a positive signal
increment is observed. This is explained by the fact
that, in addition to the first Fresnel zone, the signal
formation is also influenced by the intruder’s occlusion
of higher-order Fresnel zones. As is known, occlusion of
odd-numbered zones leads to a decrease in signal level,
whereas occlusion of even-numbered zones results in
an increase. This phenomenon is illustrated in Fig. 10,
which shows the position of the intruder model relative
to the concentric Fresnel zones during its movement,
corresponding to Fig. 9.

In Fig. 10, all proportions correspond to the case
considered above. The rectangular intruder model is
rendered semi-transparent to illustrate the relationship
between the areas of the Fresnel zones it occludes
during movement. The figure shows that there is no
occlusion of the first Fresnel zone. Therefore, the
positive signal increment occurs due to partial occlusi-
on of the second Fresnel zone, while its fluctuations
are caused by the influence of higher-order zones.
Consequently, the information signal processing algo-
rithm should account for such a case, but at the same
time should not trigger on positive increments that
occur for other modes of movement before the intruder
crosses the security perimeter (see Fig. 7).

Fig. 10. Position of the intruder model during crawling
movement relative to the concentric Fresnel zones at a

distance of 5 m from the antenna

It is evident that reducing the operating frequency
of the detection system should lead to an increase in the
sizes of the Fresnel zones and ensure occlusion of the
first zone. Therefore, Figs. 11, 12, 13 present analogous
simulation results for the 5.8 GHz frequency band.
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Fig. 11. Information signals during intruder crossing of
the security perimeter in an upright posture for a 50 m
security section at 𝑓 = 5.8 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

As in the previous case, a distinct negative signal
increment is observed, which ensures detection and
recording of the perimeter crossing; however, there
are significantly larger positive increments at the si-
des. Information signals for the intruder crossing the
perimeter in a bent over posture are shown in Fig. 12.

Fig. 12. Information signals during intruder crossing
of the security perimeter in a bent over posture for a
50 m security section at 𝑓 = 5.8 GHz: solid line – at
the midpoint of the section; dashed line – at a distance

of 5 m from the section edge

Here, a distinct signal with a reduction of positive
increments at the sides is also observed. The results
of information signal simulation for the intruder model
crawling across the perimeter are shown in Fig. 13.

Fig. 13. Information signals during intruder crossing of
the security perimeter in a crawling posture for a 50 m
security section at 𝑓 = 5.8 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

In the central part of the section, a negative
information signal increment (solid line) is observed,
similar to the cases of upright and bent over movement.
This is explained by the fact that, at a reduced operat-
ing frequency and given the relative positions of the
detection system antennas and the intruder, the latter
increasingly falls within the first Fresnel zone. However,
during crawling movement of the intruder model, a
positive information signal increment (dashed line) is
observed closer to the edge of the section. This is caused
by a reduction in the mutual overlap area between
the intruder model and the first Fresnel zone. Investi-
gations at an even lower frequency, namely 2.5 GHz,
yielded results presented in Figs. 14, 15, 16.

Information signals for upright movement are
shown in Fig. 14.

Fig. 14. Information signals during intruder crossing of
the security perimeter in an upright posture for a 50 m
security section at 𝑓 = 2.5 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge
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Comparing this result with those obtained at other
operating frequencies – 10.5 GHz in Fig. 7 and 5.8 GHz
in Fig. 11 – it can be concluded that the negative
signal increment caused by the intruder crossing the
perimeter has slightly decreased. At the same time,
the positive signal increments to the left and right
of the perimeter axis, corresponding to 𝜒 = 0, have
increased. These positive increments are comparable
in magnitude to the negative ones at deviations from
𝜒 = 0 and their spatial extent has also increased. This
effect is explained by the enlargement of the Fresnel
zones, whose areas are proportional to the operating
wavelength.

The results of information signal simulation for the
intruder moving in a bent over posture are shown in
Fig. 15, and for crawling movement in Fig. 16. The
operating frequency of the detection system in these
cases is 2.5 GHz.

In both cases, a distinct negative increment of
the information signal is observed, which, however,
may be double. Therefore, despite some reduction in
the relative negative signal increment compared to hi-
gher operating frequencies, this decrease in frequency
is justified. The study showed that all instances of
the intruder crossing the perimeter are characterized
by negative information signal increments, and their
amplitudes are not strongly dependent on the crossing
location, which allows for simplification of the signal
processing algorithm.

Fig. 15. Information signals during intruder crossing
of the security perimeter in a bent over posture for a
50 m security section at 𝑓 = 2.5 GHz: solid line – at
the midpoint of the section; dashed line – at a distance

of 5 m from the section edge

Fig. 16. Information signals during intruder crossing of
the security perimeter in a crawling posture for a 50 m
security section at 𝑓 = 2.5 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

A further decrease in the operating frequency,
namely to 1 GHz, and the execution of similar experi-
ments, the results of which are presented in Figs. 17,
18, 19, demonstrated the following.

Fig. 17. Information signals during intruder crossing
of the security perimeter in an upright posture for a
50 m security section at 𝑓 = 1 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

For all modes of movement, a significant reduction
in the signal level caused by the intruder is observed in
the middle part of the section, shown as a solid line in
Figs. 17, 18, 19. At the same time, at the edge of the
section, this level is considerably higher, as indicated by
the dashed line in the figures. Therefore, this frequency
range is not optimal for the studied section.
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Fig. 18. Information signals during intruder crossing
of the security perimeter in a bent over posture for a
50 m security section at 𝑓 = 1 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

Fig. 19. Information signals during intruder crossing
of the security perimeter in a crawling posture for a
50 m security section at 𝑓 = 1 GHz: solid line – at the
midpoint of the section; dashed line – at a distance of

5 m from the section edge

Conclusions

The proposed mathematical model of the informati-
on signal in a radiobeam detection system is approxi-
mate; however, it allows evaluating the influence of the
length of the security perimeter, antenna installation
heights, operating frequency, and the transverse di-
mensions of the intruder model on the information
signal.

In particular, it was found that at certain operating
frequencies and specific modes of intruder movement,

a positive increment of the information signal occurs.
Specifically, at 10.5 GHz when the intruder moves
crawling, and at 5.8 GHz also during crawling, but
closer to the edge of the perimeter. This may cause
the intruder to be missed by systems tuned to
detect interruptions in the radiobeam. Further studies
conducted at 2.5 GHz and 1.0 GHz led to the conclusi-
on that the length of the security perimeter and the
optimal operating frequency of the radiobeam detecti-
on system are interrelated. The shorter the perimeter,
the more advisable it is to use devices operating at
lower frequencies, which, unfortunately, is not always
feasible.

In this case, the proposed mathematical model can
provide predictions of the information signal shape
depending on the specific operating frequency, the
length of the security perimeter, antenna installation
height, modes of intruder traversal, and intruder di-
mensions. For given algorithms of information signal
processing and alarm generation, the parameters of
the detection zone can be forecasted. This enables
pre-assessment and comparison of the effectiveness of
radiobeam detection systems across different frequency
bands and the selection of an optimal system, reducing
the number of cumbersome and costly experimental
studies.

If needed, the proposed mathematical model allows
creating a database of information signals for a specific
security perimeter for the application of correlation
processing methods, which will undoubtedly contri-
bute to increased detection reliability and reduced false
alarm rates.
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Математична модель iнформацiйного
сигналу радiопроменевого засобу ви-
явлення

Сторож В. Г., Фабiровський С. Є., Прудиус I. Н.,

Матiєшин Ю. М., Оборжицький В. I.,

Гурмач Р. М.

Pозроблено математичну модель iнформацiйного си-
гналу радiопроменевого засобу виявлення для дослiдже-
ння факторiв, якi впливають на його параметри. Осно-
вою представленої моделi є принцип Гюйгенса–Френеля.
Порушник моделюється еквiвалентним прямокутником,
який в процесi перемiщення почергово екранує певнi
дiлянки фазового фронту хвилi. Iнформацiйний сигнал
визначається як нормована рiзниця мiж напруженiстю
поля при вiдсутностi моделi порушника та напруженi-
стю поля при її наявностi i перемiщеннi. Математичну
модель iнформацiйного сигналу верифiковано шляхом
фiзичного моделювання на частотi 9,3 ГГц за допомогою
панорамного вимiрювача КСХ Р2-61 iз використанням
стандартних рупорних антен та металевих пластин рiз-
них розмiрiв, що перемiщувались.

Модель продемонструвала хорошу вiдповiднiсть екс-
периментальним даним, що дозволило застосувати її
для прогнозування форми iнформацiйних сигналiв.
Проведено серiю обчислювальних експериментiв для ча-
стот 10,5 ГГц, 5,8 ГГц, 2,5 ГГц та 1,0 ГГц для рубежу
охорони протяжнiстю 50 м. Проаналiзовано три способи
перемiщення порушника: у повний зрiст, зiгнувшись i
плазом. Показано, що при високих частотах (10,5 ГГц)
при русi плазом, сигнал має додатнiй прирiст, що ство-
рює ризик пропуску порушника в системах, налаштова-
них на спрацювання за вiд’ємним приростом сигналу.
Зниження частоти до 5,8 ГГц та 2,5 ГГц забезпечує
бiльш стабiльнi вiд’ємнi прирости сигналу при дещо
нижчiй його амплiтудi. Водночас при частотi 1 ГГц
спостерiгається суттєве зменшення рiвня сигналу. За-
пропонована математична модель iнформацiйного си-
гналу враховує робочу частоту, вiдстань мiж антенами,
геометрiю порушника, його розташування та спосiб пе-
ремiщення. Це дозволяє створити банк сигналiв для
конкретного рубежу охорони з метою застосування ко-
реляцiйних методiв їх оброблення. Отриманi результати
дозволяють обирати оптимальний частотний дiапазон
для конкретного рубежу охорони, скоротити обсяг екс-
периментальних дослiджень на рубежi охорони, удоско-
налити алгоритми оброблення iнформацiйних сигналiв,
що сприятиме пiдвищенню надiйностi виявлення та зни-
женню кiлькостi хибних спрацювань.

Ключовi слова: виявлення; радiопроменевий; засоби
рубежу охорони; математична модель

https://www.ornicom.com/products/perimeter-protection/500m-microwave-bistatic-sensor-forteza-500.html?srsltid=AfmBOoqsnqRll7IHarkRHMXlYDjMDsTGxPrfYwmX8c6lx3OvYxkIQ67L
https://doi.org/10.48550/arXiv.1206.1355
https://doi.org/10.3390/s19020225
https://www.securitysa.com/8637a
https://patents.google.com/patent/US4132988A
https://patents.google.com/patent/US20160178741A1/en?oq=US+2016%2f0178741+A
https://arxiv.org/abs/2104.00949
https://www.sciencedirect.com/science/article/abs/pii/S0306454921007404
https://doi.org/10.3389/fdata.2023.1200390

	Introduction
	Development and verification of a mathematical model of the information signal of a radiobeam detection device
	Modeling of the information signal waveform during intruder penetration of the security perimeter
	References

