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The subject matter of the article is security of electronic documents. Electronic documents security
importance rises with the creation of new international standards for electronic identification (eID) and
their adoption across the world. The eID security is crucial for both citizens and the government to ensure
mutual trust and provide confidentiality, integrity and availability. Previous researches provide either a too
general view on eID security without a required level of technical details, or analyze deeply a single specific
domestic solution that doesn’t have worldwide interoperability. The goal is to evaluate security for the main
electronic documents implementations compliant with the international standards, perform their comparative
analysis, and provide security improvements.

The tasks to be solved are to provide the eID security evaluation framework for assessing and comparing
different implementation options of electronic identification solutions. Electronic identification security was
analyzed only in the document transfer phase, and security targets like the holder documents storage
authentication, the eavesdropping avoidance, the document cloning prevention, and verifier authentication
were considered. The Electronic Machine Readable Travel Document (eMRTD), according to the ICAO
Doc 9303, and the Mobile Driver License (mDL), according to the ISO/IEC 18013-5, solutions’ security were
analyzed. The main used method is a comparative analysis. Comparative analysis was provided for these
implementation options to illustrate differences in reaching the same security targets, evaluate the overall
security level, and emphasize existing trade-offs. The following results were obtained: security improvements
were proposed to mitigate security threats like post-quantum cryptography attacks, attacks on the Diffie-
Hellman key exchange, and hash collision attacks. Conclusions: Study findings can be used to improve the
next revisions of ICAO of ISO/IEC specifications for electronic identification or to consider in the security

design in a domestic server-based solution.
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1 Introduction

1.1 Motivation

Electronic identification (eID) is a digital soluti-
on that provides citizens with proof of identity. Most
electronic documents are plastic cards with embedded
RFID microchips and have a physical format, compli-
ant with the ISO/IEC 7810 specification [1]: ID-1 for
most banking cards and ID cards, ID-2 for older-style
ID cards and visas, ID-3 for passport booklets, and
ID-000 for mini-SIM cards. Also, it’s possible to store
the digital representation of the identity document in
the digital wallet on a personal electronic device like
a smartphone or a trusted remote server.

The main implementation options for electronic
documents that ensure worldwide interoperability are
compliance with the ICAO Doc 9303 specificati-
on [2] or with the ISO/IEC 18013-5 specification [3].
The ICAO Doc 9303 standardizes design, issuance,
data structures, and security mechanisms for widely

used machine-readable foreign passports. The ISO/IEC
18013-5 specification standardizes data and security
models for electronic documents that can be fully
virtual, without the corresponding previously issued
physical card. Also, a lot of countries introduced
domestic solutions that manage citizens’ digital identi-
ty, but are incompatible with alternative solutions
from other countries. Security of any implementation
of a citizen ID is crucial for both citizens and the
government. Confidentiality, integrity, and availability
should be guaranteed for mutual trust between the
issuing authority and the user. The attack surface for
electronic documents is much wider compared to physi-
cal documents because more hardware and software
are involved in all electronic document lifecycle phases.
Also, the most widely spread solution is to generate an
electronic document, which is connected to the previ-
ously issued physical document, which allows combin-
ing attack vectors from both document representations.
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1.2 State of the Art

The ISO/IEC 18013-5 specification defines
interfaces and protocols for an Mobile Driver License
(mDL) holder on the user device, an mDL reader,
and an issuing authority infrastructure. Because of
this, many national deployments and vendor solutions
describe themselves as “ISO-compliant” to provide
international interoperability. In North America, the
American Association of Motor Vehicle Administrators
(AAMVA) coordinates mDL adoption and crossjuris-
diction interoperability [4]. As of 2025, multiple U.S.
states (e.g., Utah, Maryland, and Virginia) enrolled
in AAMVA’s Digital Trust Service program, shifting
from pilots to early deployment phases [5, 6]. In the
European Union, the Directive (EU) 2025/2205 [7]
requires member states to issue ISO/IEC 18013-
5-compliant mobile driving licenses, which will be
legally equivalent to physical permits. European pi-
lot interoperability events — such as a 2025 test in
Utrecht [8] — contribute towards cross-border recogni-
tion and interoperability. In South Korea, a pilot
domestic mobile driving license project was launched
in 2022 [9], and now it targets international standardi-
zation [10]. Similarly, in the Hong Kong Special
Administrative Region, the government announced
that ISO-compliant driver licenses will be launched in
2025 [11].

As the electronic documents adoption intensified
and became more popular in the last 3-5 years, only
papers from the last 2-3 years were considered for
this literature review to ensure that all case studies
from the countries adopting electronic documents are
considered. The most recent and valuable researches
are related to domestic national electronic identity
(NeID) projects without worldwide interoperability in
European countries, such as Denmark, Hungary, and
Estonia. The ICAO Doc 9303-compliant solutions were
mostly analyzed in previous years, as this is a relati-
vely old and stable specification with a long history of
adoption. However, to the author’s best knowledge, the
security analysis for an ISO/IEC 18013-5-compliant
solution is not present yet in the public research fi-
eld. The main reason for this is that at the time of
this paper writing, no country has yet fully adopted
the ISO/IEC 18013-5-compliant solution because the
specification was released only in 2021, and only a few
pilot projects are running at this moment.

Cybersecurity becomes a more interesting each
year as new technologies and approaches appear and
attackers improve their toolsets [12, 13] and more
sophisticated protection mechanisms are suggested
[14]. Tsap [15] showed that security is one of the
major factors in the eID system’s public acceptance.
Modern Smart City security also usually depends
on the electronic identity documents system security,
as eID is used for authorization for certain servi-
ces [16]. To address common security concerns, the
electronic Identification, Authentication and Trust

Services (eIDAS) regulation was created in Europe, and
a large number of countries are putting significant
efforts into being compliant with it [17].

General risks and challenges of national identity
documents are described in two related works by Ji-
de Edu et al. [18,19]. The authors provided the risk
assessment framework, comprehensive risk descripti-
ons, and risk mitigation practices, but both papers are
descriptive and lack technical details. Similarly, Péhn
et al. [20] modeled common threats to self-sovereign
identities (SSI), which include spoofing, tampering,
repudiation, information disclosure, denial of service,
and elevation of privilege, but provided no techni-
cal details or correlations with international identity
document standards.

The other side of the coin is publications about
domestic electronic document solutions, which usually
discuss relevant technical and infrastructure issues with
a deep technical background, but their results are
directly related only to a single domestic national
identity document solution for a specific country. Such
papers can be found for Danish, Hungarian, Estoni-
an, and Spanish electronic document solutions. Kingo
and Aranha [21] showed how Denmark moved from
a legacy NemlID system to a modern MitID system
for identity management to mitigate identity theft
and unavailability issues. Beerentzen et al. [22] also
described how the MitID system is compliant with
the eIDAS EU security requirements and what securi-
ty challenges are not yet resolved. Nydri and Kerti
[23] performed a comprehensive risk assessment for
the Hungarian eID card, which can be reused for
other domestic solutions, but still requires significant
adaptation. Parsovs [24] discussed some specific securi-
ty issues in the existing Estonian electronic documents
infrastructure and proposed their mitigations, which
are mostly relevant only to the Estonian solution.
Correa-Marichal et al. [25] analyzed the security of
the Spanish electronic documents solution based on the
ICAO Doc 9303 security mechanisms, but assessment
results are relevant only for this specific implementa-
tion.

Also, there is a set of studies that provide a
deep analysis of some specific security aspects for
electronic documents. Such studies can be reused for
other solutions’ security assessment, but the whole
security landscape analysis and other aspects analysis
are still needed. Radutoiu et al. [26] concentrated
on document cloning and misuse prevention. Aichin-
ger [27] provided a comprehensive security analysis
for the electronic Machine Readable Travel Document
(eMRTD) implementations with Extended Access
Control (EAC) and Password Authenticated Connecti-
on Establishment (PACE) mechanisms. Similarly,
Koziel [28] deeply analyzed the security of Password
Authentication Connection Establishment (PACE)
and Password Authentication Connection Establi-
shment with Chip Authentication Mapping (PACE
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CAM) protocols. Fischlin et al. [29] and Alnahawi et
al. [30] discussed post-quantum security concerns for
electronic documents. Nomis et al. [31] provided face
morphing attacks detection approaches for electronic
Machine Readable Travel Document (eMRTD) soluti-
ons.

As can be seen from the literature review, there
is no complex study that covers multiple electronic
document standards and compares security risks
and mitigations in different implementations. In this
work, the authors evaluated the security of the
main electronic document implementation options and
proposed security improvements to mitigate the securi-
ty threats identified. Also, the comparative analysis
was performed for these implementation options to
illustrate differences in reaching the same security
targets and emphasize existing tradeoffs.

1.3 Electronic
Ecosystem

Identity Documents

The electronic identity documents ecosystem (see
Fig. 1) consists of three main actors: the issuing
authority, the holder, and the verifier. Usually, in a
single ecosystem, there is a small number of issuers
(e.g., governments of different countries), a medium
number of verifiers (various services, which require
identification), and a large number of holders (citi-
zens). Issuer verifies identity of individuals applying
for an eID and then creates and personalizes elDs,
embedding the individual’s personal information in the

Instilutans

Identity
Holder

physical (smart cards) and/or digital formats. Also, the
issuer performs Public Key Infrastructure (PKI) certifi-
cate management. In most cases, the issuing authority
is some government institution, but non-government
authorized entities like banks can also act as issuers.

Verifier requests identity document to verify the
holder’s identity (e.g., airport security officer) or
authorize the holder for some action (e.g., online li-
quor store). After the holder’s document is received,
the verifier checks transferred data integrity, verifies
identity genuineness, and optionally makes a decision
if the holder is eligible for performing certain actions
(e.g., entering a protected area). A verifier can be
represented by a fully automated device like a smart
door lock, as well as by an officer with a verifier device,
which displays a read document on its screen.

The holder stores the identity document on some
electronic device after it was issued by an issuing
authority. Then the holder represents the credential to
a verifier by request to authenticate themselves. Typi-
cally, a holder is a citizen with a mobile phone or smart
card that contains an electronic identity document.

1.4 Electronic Identity Document Li-
fecycle

According to the “Generic system architectures of
mobile eID systems” specification [33], there are the
following phases in the identity document lifecycle
(Fig. 2): initialization phase, installation phase, issuing
phase, operation phase, and removal phase.

: &
Trusts 'g issuer Varifiar s
- o5 eladrming
9 8
S g

Fig. 1. Electronic identity documents ecosystem [32]
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The operational phase is the most vulnerable phase
and the greatest interest to the attacker. Firstly,
the operational phase is much longer than the other
ones, as identity document storage and usage may
be performed even for years, meanwhile document
issuing and revocation usually are performed during
a single day. Secondly, the operational phase conta-
ins repeatable actions in each transaction, which are
partially similar between document reading iterations.
A malicious actor can try to attack the system a large
number of times during the phase duration, and also
has the possibility to exploit the similarity between
document retrieval transactions.

Initialization Phase
(Setup Infrastructure Components)

start deployment

Installation Phase
(Load mdoc app and related software)

start issuance update mdoc app

Issuing Phase
(Personalize mdoc app with mdoc)

re-issue user attributes

start usage and/or credentials

Operational Phase
(Use mdoc app and mdoc)

remove from device load mdoc app

Removal Phase
(Delete mdoc app and related software)

Fig. 2. Electronic identity document lifecycle

So, for this research purpose, let us consider four
main phases in the identity document lifecycle:

1. Issuing phase: installing and personalizing the
document by an issuer on a holder device;

2. Storage phase: document storage on a holder
device;

3. Transfer phase: document transfer from a holder
device to a verifier device;

4. Removal phase: document revocation by an issuer
from a holder device.

The issuing phase contains verification of the
holder’s identity and document provisioning using
implementation-specific protocols. Also, the holder’s
device security is evaluated if a personal device
(smartphone) is used instead of a standard separate
hardware (passport with chip). Document issuing can
be performed using online (via the Internet) or offline
communications (e.g., via NFC).

The storage phase usually implies the usage of some
hardware-backed secure area like an embedded secure
element (eSE) to comply with the issuer’s security
requirements. If a document size is comparable to the
secure area available memory, the whole document can

be stored in a secure area to reach a maximum security
level. Alternatively, if memory restrictions exist, only
document cryptographic keys can be stored in a secure
area, and document data itself can be stored in a less
protected storage in an encrypted form.

The transfer phase includes document data transfer
using application-level protocols that are defined by an
implementation. These protocols can use NFC, BLE,
Wi-Fi Aware for data and key exchange, like [34], and
various protocols over the Internet.

The revocation phase is performed by an issuer
using implementation-specific protocols, mainly via
the Internet. If the holder device is unreachable, the
document will anyway be marked as revoked by an
issuer, and the next transaction between the holder
and verifier will fail.

1.5 Objectives and Approach

The research goal is to describe security threats for
the document data transfer phase from the holder devi-
ce (citizen) to the verifier device (e.g., state officer) and
provide mitigation mechanisms for identified security
threats.

The main stages of this research are as follows:

- Stage 1. Describe security targets to analyze
and main eID implementation options. Analyze
how each security target is reached for each
implementation option (Section 2);

- Stage 2. Provide security improvements for each
implementation option to better reach the securi-
ty targets (Section 3);

- Stage 3. Perform a comparative analysis of
different eID implementation options security
(Section 4).

2 Security Analysis

2.1 Security Targets

During the whole identity document lifecycle, the
following security targets should be reached:

- Authenticate holder document storage;

- Authenticate document data;

- Authenticate verifier entity;

- Avoid document data skimming;

- Avoid eavesdropping during document transfer;

- Avoid document cloning.

Security targets relevant for the issuing phase are
holder document storage authentication, document
cloning, and eavesdropping avoidance. Firstly, the
issuer should authenticate the holder person and verify
that the holder device meets its security requirements.
Secondly, the document should be bound to the holder
person and to the holder device during the personali-
zation procedure to avoid document cloning. Also, the
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document transfer should be carefully protected from
eavesdropping during this phase to avoid document
cloning and other issues.

During the storage phase, the main security concern
is to prevent unauthorized document access, especi-
ally data skimming. The attacker can try to access
document data either from the same device using
another malicious program or using an unauthorized
verifier device.

As was mentioned in the previous section, the
transfer phase is the most vulnerable one, and most
of the security targets are applicable to it. The holder
document storage and the document data itself should
be authenticated by the verifier to ensure document
genuineness. On the other hand, the holder should
authenticate the verifier before releasing their personal
identifiable information to it. Additionally, most poli-
cies explicitly enforce that user should voluntarily give
consent for document sharing before sending it to
the verifier. Also, the data transfer channel should be
protected to avoid eavesdropping during communicati-
on between the verifier and the holder.

Security targets relevant for the removal phase
are holder document storage authentication, document,
data authentication, and eavesdropping protection.
The issues should authenticate the holder’s document
storage and document data to ensure that a proper
document is revoked. Also, the communication channel
should be protected from eavesdropping to avoid fake
revocation attacks on other users.

Only the document transfer phase security will be
analyzed in this paper.

2.2

As was mentioned earlier, the main eID
implementation options are a biometric passport with a
chip, which is compliant with ICAO Doc 9303, a mobile
driving license, which is compliant with ISO/IEC
18013-5, and domestic solutions. Let us choose the
following three specific options for security principles
comparison:

elD Implementation Options

1. Biometric passport: TD3 eMRTD implementati-
on according to the ICAO Doc 9303;

2. Mobile driving license on Android phone: mDL
implementation according to the ISO/IEC 18013-
9;

3. A domestic server-based solution with an appli-
cation on an Android phone.

The main differences between these implementation
options are cryptography approaches, communication
protocols, and the data storage approach. eMRTD
and mDL cryptography approaches and communicati-
on protocols are defined in the corresponding specifi-
cations. For the server-based solution, let us assume
an Android app, which acts as a simple client, that
communicates via TLS with the remote protected
server, where most of the business logic is placed.

In eMRTD implementation, the document data is
fully stored in the chip. For the mDL implementati-
on, let us consider the option where the document
is stored in limited-access storage in encrypted form,
and all keys are stored in the embedded secure
element (eSE). In the server-based solution, the ori-
ginal document is stored on the server, and the
client holds only its temporary copy. As most of
current server-based electronic document deployments
are domestic non-standardized solutions with high
volatility in implementation specifics, we will not
include them in the security comparison.

2.3 Holder Document Storage
Authentication
2.3.1 Electronic Machine Readable Travel
Document
The eMRTD document storage is authenti-

cated using the Chip Authentication described in the
ICAO Doc 9303 specification [2] under section 6.2. The
Chip Authentication mechanism is an ephemeral-static
Diffie-Hellman key agreement protocol that provides
secure communication and unilateral authentication of
the eMRTD chip. The protocol description is as follows:

1. The holder’s static DH private key is securely
stored in the chip’s memory;

2. The holder sends its static DH public key PK;¢&
and domain parameters D;c to the verifier. The
Passive Authentication mechanism protects the
public key integrity and authenticity;

3. The verifier generates an ephemeral DH key pair
(SKDH,IFD; PKDH,IFD, ch) and sends the
ephemeral public key PKpg rrp to the eMRTD
chip;

4. Both the holder and the verifier compute the
shared secret

K = KA(SK;c,PKpu,irp, Dic) = (1)
= KA(SKpu,irp, PKic, Dic)

using the key agreement function;

5. Both the holder and the verifier derive session

keys
KSyac = KDFyac(K) (2)

KSgne = KDFpy,(K)

for secure messaging.

3)

The key agreement algorithm is an anonymous
Diffie-Hellman Key Agreement, and the key derivation
function is a custom algorithm based on SHA-1. Session
keys generation is supported for 3DES and AES algo-
rithms in CBC mode with 112- and 128/192/256-bit
key sizes, respectively.

The Chip Authentication flow is shown in Fig. 3.
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Holder document storage authentication: eMRTD
‘ Verifier | | Holder
| | Holder static key pair 5K, PK¢e
| | provisioned by issuer
| Request holder authentication information_ |
. Holder static public key PKc,
| domain parameters D¢
| Generate ephemeral key pair i
! 5K iro- PKpn,iro |
| Compute shared secret |
! K = KA(SKpu irp, PKic, Dic) :
| Derive session keys for secure messaging |
| KSyac = KDFyyac(K), |
' KSgpe = KDFg (K) i
; Ephemeral public key PKp, rp |
| Compute shared secret
: = KA(SKc, PKpu,ro, Dic)
| Derive session keys for secure messaging
| KSmac = KDFactK),
i KSgpe = KDF g, (K)
P S I
| Secure messaging using keys |
| derived from the holder static key i
‘ Verifier | | Holder
f R ™
D - domain parameters
DH - Diffie-Hellmann
Enc - encryption
IC - Integrated Circuit
IFD - InterFace Device
KA - key agreement
KDF - key derivation function
MAC - message authentication code
PK - public key
SK - secret key
Fig. 3. Holder document storage authentication for eMRTD document
2.3.2 Mobile Driving License 3. The verifier’s ephemeral public key

The mDL document storage is authenticated usi-
ng the mdoc authentication mechanism described in
the ISO/IEC 18013-5 specification [3] under section
9.1.3. This mechanism purpose is to prevent clon-
ing of the mdoc and to mitigate man-in-the-middle

EReaderKey.Pub is sent to the holder inside the
document request message;

4. If ECDH-agreed MAC is used:

attacks using ECDH-agreed MAC or ECDSA /EADSA (a) The holder and verifier calculate the shared

signature. The protocol description is as follows: secret

1. The holder’s private key SDeviceKey.Priv is
securely stored in a device’s memory;

2. The holder’s public key SDeviceKey.Pub is sent
to the verifier and protected by an issuer data
authentication mechanism;

Zap = KA((SDeviceKey.Priv,

EReader Key.Pub)) =
= K A((EReaderKey.Priv,
SDeviceKey.Pub)) (4)
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(6) The holder and verifier derive the MAC
key using the shared secret and the session
context

EMacKey = KDF((Zap,

S H A256(SessionTranscript Bytes))) (5)

(8) The holder calculates the MAC of the
“Device Authentication” session-specific
structure, and the verifier validates it:

DeviceMac =
=M AC(DeviceAuthentication Bytes)
(6)

5. If ECDSA /EdDSA signature is used

(a) The holder signs the “Device Authenticati-
on” session-specific structure, and the veri-
fier validates the signature:

DeviceSignature =

= Sign(Device Authentication Bytes)
(7)

The key agreement protocol is Elliptic Curve Key
Agreement Algorithm — Diffie-Hellman (ECKA-DH).
The key derivation function is HMAC Key Derivation
Function (HKDF). The MAC algorithm is HMAC with
SHA-256 (HMAC 256/256). The signature algorithm
can be one of the following: ECDSA with SHA-256
(ES256), ECDSA with SHA-384 (ES384), ECDSA with
SHA-512 (ES512), or EADSA. The mdoc authenticati-
on mechanism is shown in Fig. 4.

Holder document storage authentication: mDL

Verifier |

! Generate ephemeral verifer key pair
. EReaderkKey

| Document request with EReaderKey

| Holder |

Holder static key pair SDeviceKey
_ provisioned by issuer

L.
>
|

alt / [ECDH-agreed MAC used]

| Calculate shared secret
| Zap = KA(SDeviceKey.Priv, EReaderKey.Pub)
—

| Document response with DeviceMac

<

Derive MAC key using
shared secret and session context
EMacKey = KDF(Z,;, SHA256(SessionTranscriptBytes))

e 1

Calculate MAC of session-specific structure
DeviceMac = MAC({DeviceAuthenticationBytes)

ey

| Calculate shared secret
! Zsp = KA(EReaderKey.Priv, SDeviceKey.Pub)

| Derive MAC key using

! shared secret and session context
| EMacKey = KDF(Z,;, SHA256(5essionTranscriptBytes))

i

' Validate DeviceMac

| ! ;
| _ Document response with DeviceSignature
<

| Sign session-specific structure
| DeviceSignature = Sign{DeviceAuthenticationBytes)

=

| Validate Devic eSignature

| Verifier |

| Holder I

.Priv - private part of the key

.Pub - public part of the key

E...Key - ephemeral key

KA - key agreement

KDF - key derivation function

MAC - message authentication code

S...Key - static key
Z g - shared secret

Fig. 4. Holder document storage authentication for mDL document
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2.4 Holder document data authenti- 6. Verifier validates document signature:
cation
All implementation options use roughly the same Verify(PKr, Signature) (10)

approach. The document data should be signed by
an issuer, the holder should provide the document si-
gnature to the verifier, and the verifier should validate
that signature using the issuer certificate. The protocol
description is as follows:

1. The issuer’s private key SKj is stored securely

inside the issuing authority infrastructure.

. The issuer signs document data or metadata with
its private key:

(8)

The issuer provisions this signed document data
with the issuer certificate containing the public
key PK; during the document issuing phase:

Signature = Sign(SKj, Document)

ProvisioningData =
(9)

Holder sends the ProvisioningData data to veri-
fier in reply to the verifier’s request.

= Document|Signature|PK

. Verifier validates a certification path from a Trust
Anchor to the issuer’s certificate containing PK7.

The eMRTD document data is authenticated using
the Passive Authentication mechanism described in the
ICAO Doc 9303 specification [2] under section 5.1.
The mDL document data is authenticated using the
Issuer Data Authentication mechanism described in
the ISO/IEC 18013-5 specification [3] under section
9.1.2.

The document data that the issuer signs can di-
ffer. The eMRTD’s “Document Security Object” and
mDL’s “Mobile Security Object” contents differ, but
both of them contain signed hashes of document, data,
which gives the possibility to ensure the document
data integrity. The eMRTD ecosystem supports the
following signature algorithms: RSA with SHA-1, SHA-
224, SHA-256, SHA-384, or SHA-512, and ECDSA
with SHA-224, SHA-256, SHA-384, or SHA-512. The
mDL ecosystem supports the following signature algo-
rithms: ECDSA with SHA-256 (ES256), ECDSA with
SHA-384 (ES384), ECDSA with SHA-512 (ES512), or
EdDSA. The document data authentication flow is
shown in Fig. 5.

Holder document data authentication

‘ Verifier |

‘ Holder |

Provision document

ProvisioningData = Document || Signature || PK

‘ Issuer |

| Generate issuer's key pair SK;, PK,

| Sign holder's document or document metadata
i Signature = Sign(5K,, Document)

T
|
|
|
|
|
|
|
|
|
|
-
I-‘

| Document request

-
==

| Document response with ProvisioningData ‘ ‘
<

| Validate certification path from
. Trust Anchor to issuer's certificate

| Validate document signature
! Werify(PK,, Signature)

:I

| Verifier | | Holder |

‘ Issuer |

SK - secret key
PK - public key
| - issuer

|| - concatenation operation

Fig. 5. Holder document data authentication for all document types
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2.5 Verifier entity authentication

Machine Readable Travel

Electronic
Document

2.5.1

The eMRTD terminal device (verifier) is authenti-
cated using the Terminal Authentication described in
the ICAO Doc 9303 specification [2] under section 7.1.
The Terminal Authentication mechanism is a two-move
challenge-response protocol that provides explicit uni-
lateral authentication of the terminal. The protocol
description is as follows:

1. The verifier holds its static private key SK;prp
securely in the device memory;

2. The verifier sends a certificate chain to the
holder. The chain starts with a CA certificate
that is verifiable with the public key stored on the
holder, and ends with the Terminal Certificate
containing PK;pp;

3. The holder verifies certificates and extracts the
verifier’s public key PK;prp;

4. The holder randomly chooses a challenge ;- and
sends it to the terminal;

5. The verifier composes data to sign from the
holder ID IDj;c, random challenge r;c and
public key PKpp rrp computed from the previ-
ously executed Chip Authenticate protocol as
follows. The holder ID should be the document
MRZ data if the Basic Access Control mechanism
was used, or the PACE ephemeral public key
PKpp, ¢ if the PACE mechanism was used;

DataToSign = IDrc||ric||PKrrp (11)

6. The verifier responds to the holder with the

signature:
Srrp = Sign(SK;rp, DataToSign) (12)
7. The holder verifies the signature:
Verify(PKrrp, Sirp, DataToSign)  (13)

Supported signature algorithms are RSA with
SHA-256, RSA with SHA-512, ECDSA with SHA-224,
ECDSA with SHA-256, ECDSA with SHA-384, and
ECDSA with SHA-512.

The Terminal Authentication flow is shown in
Fig. 6.

Verifier entity authentication: eMRTD

| Verifier |

Provision verifier key pair SKjgp, PKjpp |

| Holder ‘

! Certificate chain with Terminal Certificate |

| containing PKyp

=

s

Verify certificate chain,
extract PKq

1

Choose random challenge
Mic

<

Compose data to sign
, DataToSign = IDi¢ || re 1] PKep

—

' Sign data

| Siep = Sign(SKp, DataToSign)

' Sipp

Y

. Verification result

Verify signature
Verify(PKep, Sep, DataToSign)

[ Ver.ifier |

]

IC - Integrated Circuit

ID - document MRZ or PACE ephemeral public key

IFD - InterFace Device
PK - public key
fic - random challenge
SK - secret key

Fig. 6. Verifier entity authentication for eMRTD document
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2.5.2 Mobile Driving License

The mDL verifier device is authenticated using
the mdoc reader authentication mechanism descri-
bed in the ISO/IEC 18013-5 specification [3] under
section 9.1.4. This mechanism uses information stored
in the mDL verifier to confirm that the mDL veri-
fier and its request are authenticated using the
ECDSA /EdDSA signature. The protocol description is
as follows:

1. The verifier’s private key SReaderKey.Priv is
securely stored in the verifier’s device memorys;

2. The verifier builds the ReaderAuthentication
structure, which contains the current session data
and the verifier’s request data;

3. The verifier signs the Reader Authentication:

ReaderSignature =

= Sign(Reader Authentication) (14)

4. The verifier builds the ReaderAuth structure,
which contains the ReaderSignature and the
certificate chain with the verifier certificate
containing the SReaderKey.Pub, but doesn’t
contain the ReaderAuthentication structure;

5. The verifier sends the ReaderAuth structure insi-
de the encrypted document request;

6. The holder extracts the certificate chain from the
ReaderAuth structure and verifies it;

7. The holder builds the ReaderAuthentication
structure, extracts the verifier’s signature from
the ReaderAuth structure and verify it:

Verify(SReader K ey.Pub,

Reader Signature, Reader Authentication)
(15)

Supported signature algorithms are ECDSA with
SHA-256, SHA-384, SHA-512, and EdDSA. The mdoc
reader authentication flow is shown in Fig. 7.

Verifier entity authentication: mDL

‘ Verifier ‘

Provision verifier key pair SReaderKey ‘;

| Build session-specific structure
| ReaderAuthentication

| Sign session-specific structure

' ReaderSignature = Sign{ReaderAuthentication)

‘ Holder |

| Build ReaderAuth structure, which contains ReaderSignature |

| and certificate chain with SReaderKey.Pub

| Document request with ReaderAuth

| Verification result

Verify certificate chain from ReaderAuth

1

Build session-specific structure
ReaderAuthentication

1

Extract signature from ReaderAuth, verify it
Verify(SReaderKey.Pub, ReaderSignature, ReaderAuthentication)

1

‘ Verifier ‘

‘ Hollder |

.Priv - private part of the key
.Pub - public part of the key
S...Key - static key

Fig. 7. Verifier entity authentication for mDL document

2.6 Eavesdropping avoidance during
document transfer

2.6.1 Electronic Machine Readable Travel

Document

The eavesdropping avoidance is ensured by the use
of session encryption. The secure messaging is establi-
shed using the Password Authenticated Connection
Establishment (PACE) mechanism described in the

ICAO Doc 9303 specification [2] under section 4.4. The
PACE is a password-authenticated Diffie-Hellman key
agreement protocol that establishes secure messaging
based on weak passwords. The protocol description is
as follows:

1. The holder static shared password w is avai-
lable for visual scanning by the verifier. Shared
passwords options are Machine Readable Zone
(MRZ) or Card Access Number (CAN);
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2. Both the holder and the verifier derive a shared
key from the shared password:

K, =KDF(n) (16)

3. The holder randomly and uniformly chooses a
nonce s, encrypts the nonce, and sends the ci-
phertext to the verifier:

z=FE(Kg,s) (17)
4. The verifier recovers the plaintex using the shared
key:
s=D(Kg,z) (18)
5. The holder and verifier exchange additional data
required for the mapping of the nonce: ephemeral
keys from the generic mapping or additional
nonce for the integrated mapping;

6. Both actors compute the ephemeral domain
parameters:

D:Ma/p(DI07S7"') (19)
7. Both actors perform an anonymous Diffie-
Hellman key agreement based on the ephemeral
domain parameters and generate the shared

secret:
K =KA(SKpu,ic, PKpu.irp,D) = (20)
= KA(SKpu,irp, PKpu,ic, D)
8. Both actors derive session keys:
KSyac = KDF(K) (21)
KSyac=KDF(K) (22)

9. The holder and verifier exchange and verify
authentication tokens:

Trrp = MAC(K Sy ac, PKpw,ic) (23)

Tirp = MAC(KSyac, PKpw,1c) (24)
10. Both actors use session keys derived in step 8 for
further messaging.

The key agreement algorithm is an anonymous
Diffie-Hellman Key Agreement, and the key derivati-
on function is a custom algorithm based on SHA-1.
The AES-CBC algorithm is used for nonce encrypti-
on. AES-CMAC or 3DES in Retail-mode algorithms
are used for the authentication token generation.
AES-CBC, AES-CMAC, and 3DES-CBC algorithms
can be used for secure messaging after successful
PACE mechanism completion. The nonce mapping is

a custom algorithm based on the anonymous Diffie-
Hellman key agreement or on a custom pseudo-random
function.

The session encryption flow is shown in Fig. 8.

Eavesdropping avoidance during document transfer: eMRTD
‘ Verifier ‘ | Holder|

| Visually scan document

| Shared password i (MRZ/CAN) ‘ ‘

| Get nonce

Derive shared key from shared password

K, = KDF(n)
Choose random nonce s
Enrypt nonce to z = E(K,, s)

‘Lz

1 Derive shared key from shared password |

| Ky = KDF(m) |

E Recover nonce using shared key

| 5=D(K, 2)

' Exchange nonce mapping data

| Compute ephemeral domain parameters | Compute ephemeral domain parameters

1+ D= Map(Dy, s, ...) . D=Map(D, s ...}
| Generate shared secret  Generate shared secret
1 K = KA(SKpy,rp, PKpi,ic. D) 1 K = KA(SKpy i PKpu,iFp, D)

| Derive session keys

! Derive session keys ‘
| KSyc = KDF(K), KSg,,. = KDF(K)

| KSyac = KDF(K), KSg, = KDF(K)

B Generate authentication token i Generate authentication token
1 Tipp = MAC(KSpac, PKoyy ) 1 Tic = MACIKS s PKpprn)
| Verifier authentication token Ty ;

Verify Tigp

e

E Verify T

| Use generated session keys
' for further secure messaging

‘ Ver;fier ‘ | Ho;der|

CAN - Card Access Number

D - decryption

D - domain parameters

DH - Diffie-Hellmann

E - encryption

IC - Integrated Circuit

IFD - InterFace Device

Ky - shared key

KA - key agreement

KDF - key derivation function
MAC - message authentication code
MRZ - Machine Readable Zone
PK - public key

s - random nonce

SK - secret key

T - authentication token

z - encrypted nonce

n - document's shared password

Fig. 8. Eavesdropping avoidance during document
transfer for eMRTD document

2.6.2 Mobile Driving License

The eavesdropping avoidance in the mDL
ecosystem is also ensured by introducing a session
encryption, which is described in the ISO/IEC 18013-5
specification [3] under section 9.1.1. This mechanism
uses standard ephemeral key ECDH to establish session
keys for authenticated symmetric encryption. The
protocol description is as follows:

1. The holder generates an ephemeral key pair
(EDeviceKey.Priv,EDeviceKey.Pub) and sends
the public key to the verifier during the device
engagement procedure;
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2. The verifier retrieves the elliptic curve from the

device engagement structure and generates its
own ephemeral key pair;

. The verifier derives symmetric session keys
SKReader and SKDevice using a key derivati-
on function on the current session data, which
contains both ephemeral public keys;

. The verifier encrypts the document request using
SKReader and sends an encrypted request with
EReaderKey.Pub to the holder;

5.

The holder derives symmetric session keys
SKReader and SKDevice as was done in step
3, and decrypts the message with the SKReader
key;

The holder encrypts its response using SKDevice,
sends it to the verifier, and the verifier decrypts
it using the same session key.

The key derivation function is HMAC-based Key
Derivation Functions (HKDF), which uses SHA-256.
The AES-256-GCM algorithm is used for the messages
encryption.

The session encryption flow is shown in Fig. 9.

Eavesdropping avoidance during document transfer: mDL

‘ Verifier |

"Device Engagement” request

| Holder|

Generate ephemeral key pair
EDeviceKey

i

nerate ephemeral key pair
eaderkKey

m
5§

i

Derive symmetric session keys
using session-specific structure
SKReader = HKDF(Structure),
SKDevice = HKDF(Structure)

i

Encrypt document request with SKReader

i

Encrypted document request with EReaderKey.Pub

Parse elliptic curve from "Device Engagement"” structure

Encrypted document response

Y

Derive symmetric session keys
using session-specific structure
SKReader = HKDF({Structure),
SKDevice = HKDF(Structure)

Decrypt document request with SKReader

Encrypt document response with SKDevice

Decrypt document response with SKDevice

‘ Verifier |

| Holder|

.Priv - private part of the key

.Pub - public part of the key
E...Key - ephemeral key
HKDF - HMAC-based key derivation function

S...Key - static key

Fig. 9. Eavesdropping avoidance during document transfer for mDL document
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3 Security Improvements

Possible attacks for the eMRTD and mDL

documents security are:

- Man-in-the-middle [35] and various other attacks
[36] on the Diffie-Hellman Key Exchange
protocol: holder document storage authentication
in eMRTD and mDL, and eavesdropping avoi-
dance during document transfer in mDL;

- Collision attacks on the SHA-1 protocol [37,
38]: holder document storage authentication

and eavesdropping avoidance during document
transfer in eMRTD;

- Various attacks on the deprecated 3DES
protocol: holder document storage authentication

and eavesdropping avoidance during document
transfer in eMRTD;

- “Chosen plaintext”, “Chosen ciphertext”, and
“Padding oracle” attacks on AES-CBC algo-
rithm: holder document storage authentication,
and eavesdropping avoidance during document
transfer in eMRTD;

- PQC attack, which breaks Diffie-Hellman using
Shor’s algorithm: holder document storage
authentication in eMRTD and mDL, holder
document data authentication in eMRTD and
mDL, verifier entity authentication in eMRTD
and mDL, and eavesdropping avoidance during
document transfer in eMRTD;

- Various attacks on the custom pseudo-random
function, which is typically less secure than state-
of-the-art alternatives: eavesdropping avoidance
during document transfer in eMRTD;

- User tracking between different verifiers because
the same document data hashes are used: holder
document data authentication in eMRTD and
mDL.

Possible security improvements for the eMRTD and
mDL documents security are:

- To mitigate MITM attack: use one of the
enhanced versions of the Diffie-Hellman Key
Exchange protocol (two verification stages [39],
modular arithmetic equations [40], new shared
secret key for each message [41], entities authenti-
cation [42], string comparison [43]);

- To mitigate 3DES-related attacks: remove 3DES
protocol from the supported protocols list.
Replace the 3DES protocol with ChaCha20 if
more than one encryption protocol support is
needed for interoperability reasons;

- To mitigate SHA-1 collision attacks: replace
SHA-1 with SHA-2 or SHA-3 algorithms;

- To mitigate AES-CBC-related attacks: replace
AES-CBC protocol with AES-GSM protocol to
avoid AES-CBC vulnerabilities;

- To mitigate PQC attacks on asymmetric
cryptography: replace Diffie-Hellman protocol
with post-quantum key agreement protocols li-
ke ML-KEM, recommended by NIST. Replace
ECDSA/EdDSA protocols with post-quantum

digital signature algorithms like ML-DSA,
recommended by NIST;
- To mitigate PQC attacks on symmetric

cryptography: increase key size for AES and
HKDF algorithms to keep required security level;

- To mitigate pseudo-random-related attacks:
replace custom pseudo-random function with any
of state-of-the-art algorithms: any AES-based
PRF, ChaCha20, HMAC or HKDF;

- To mitigate user tracking attack: provide a
mechanism to use a different document signature
at each transaction to avoid user tracking.

4 Solutions Comparative Analysis

As was written in Section 2, the security of the
three main implementation options was analyzed. It
was assumed that eMRTD and mDL solutions are
implemented strictly according to the correspond-
ing specifications, following all security considerations
mentioned there. Also, it’s assumed that state-of-the-
art crypto libraries were used in each solution to avoid
implementation errors and timing attacks.

As shown in Table 1, there is a set of securi-
ty threats that are applicable to any implementation
option. The potential PQC attacks on asymmetric
cryptography will be a serious threat soon for most
systems. Attacks on Diffie-Hellman key exchange are
also common for all solutions, as it’s a standard way
for secure generation of a symmetric key over a public
channel.

Also, user depersonalization on repeated communi-
cations using issuer signature on document data
and metadata is a domain-specific issue, and any
implementation option will suffer from it until an
improved mechanism is provided.

5 Discussion

The eMRTD solution has a larger number of possi-
ble attacks, mostly because of the wider range of
protocols used. As the ICAO eMRTD specification
is an older standard, it should maintain backward
compatibility with previously used protocols like
3DES, SHA-1, and AES-CBC, which are considered
less secure nowadays and have better alternatives. Also,
as the eMRTD holder solution hardware is a biometric
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Table 1 Security comparative analysis

Attack Is the solution vulnerable?
Category Target eMRTD mDL
PQC DH key exchange Yes Yes
ECDSA or RSA digital signatures Yes Yes
DH key exchange: MITM and other Yes Yes
Specific protocols SHA-1 collision Yes No
Various 3DES attacks Yes No
Various AES-CBC attacks Yes No
Various AES-CBC attacks Yes Yes
Other Custom PRF attack Yes No
Side-channel attacks Yes No

password, it’s more vulnerable to various side-channel
attacks like timing or power analysis attacks because
of the possibility of direct chip access.

The mDL shows better results mostly because of
usage of modern crypto protocols and much harder
realization of side-channel attacks. Also, the mDL
ecosystem allows the “online retrieval” approach using
communication via WebAPI, Rest API or OIDC, which
allows usage of mDL as a server-based solution.

The most effective improvements for any eID
system security will be the use of post-quantum crypto
algorithms and protection from MITM attacks on the
Diffie-Hellman key exchange. The eMRTD solution can
be improved by deprecating outdated, insecure algo-
rithms, e.g., by introducing a new security profile with
state-of-the-art algorithms that should be used for any
new deployment. As far as the authors know, there
is no standardized solution to avoid user tracking via
issuer signatures on a document’s metadata, so this is
a field for further research.

Consclusions

The security of electronic identity documents du-
ring the transfer phase between holder and veri-
fier was analyzed across three main implementati-
on options: Electronic Machine Readable Travel
Document (eMRTD) and Mobile Driving License
(mDL). The following security targets were analyzed:
holder document storage authentication, document
data authentication, verifier entity authentication,
document data skimming avoidance, eavesdropping
avoidance, and document cloning avoidance. For each
security target, existing security mechanisms were
described for each implementation option, security
threats were identified, and security improvements
were proposed. To the best of the authors’ knowledge,
this is the first comprehensive comparative analysis
of the eIDs implementation options mentioned above.
This study presents a novel evaluation framework,
which allows to analyze document transfer security
for both the document holder, verifier, and document
transportation between them.

Our findings reveal several underreported securi-
ty threats to the various eID implementations. In
all implementation options, all security mechanisms
that use the Diffie-Hellman key exchange protocol or
ECDSA/RSA digital signatures are vulnerable to post-
quantum cryptography attacks. Similarly, the Diffie-
Hellman key exchange protocol makes mechanisms that
use it vulnerable to man-in-the-middle attacks. Also,
user tracking via issuer signature on the document
data is an issue for all implementation options.
The Electronic Machine Readable Travel Document
implementation suffers from outdated protocols like
3DES and SHA-1 usage, which are left in the current
specification version for backward compatibility. Also,
the eMRTD solution is more vulnerable to side-channel
attacks because of its form factor.

This work proposes a set of security recommendati-
ons to avoid the security threats listed above.
Security improvements include NIST-recommended
PQC cryptographic algorithms for the key agreement
protocol and digital signatures, or at least the usage
of the enhanced version of the Diffie-Hellman key
agreement protocol to avoid MITM attacks. Outdated
protocols like 3DES, SHA-1, and AES-CBC should be
replaced with AES, SHA-2/3, and AES-GCM, respecti-
vely. Similarly, the custom pseudo-random functions
should be replaced with the state-of-the-art PRFs.

The comparative analysis of different implementati-
on options security advances the current understanding
of trade-offs between different implementation types. It
shows that eMRTD and mDL solutions provide roughly
the same level of security if the eMRTD security profile
can forbid outdated protocols. The eMRTD solution is
more vulnerable to side-channel attacks than the mDL
solution, but it pays off with full issuer control of the
holder’s document, including the hardware part.

Overall, this work contributes to the electronic
documents security by providing a systemati-
cal comparison of three most widely used elDs
implementation options, identification of major securi-
ty threats for them, and recommending a novel set of
security enhancements for future eIDs infrastructure
resilience.
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Further research direction are as follows:

- Avoid wuser tracking via issuer signatures on
a document’s metadata;

- Perform comparative security analysis for the
document storage phase;

- Perform comparative security analysis for the
document issuing and removal phases.
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Be3neka e1eKTpOHHNX MOCBiAY€eHb 0COOU
niz 4ac ¢a3u nmepeaadi JOKyMEHTY

Jeasr A. B., Acmpazxanyes A. A.

TIpeaveTrom BUBUYEHHS B CTATTI € GE3IEKA €JIEKTPOHHUX
JNOKyMeHTiB. Baxk/mBicTh 0€3meKu eIeKTPOHHUX JTOKYMEH-
TiB 3pOCTAE 31 CTBOPEHHIM HOBUX MiXKHAPO/IHUX CTAHIAPTIB
eseKTpoHHOT imenTndikamnii Ta IX BIPOBAKEHHSIM y BChOMY
cBiTi. Besmeka enekTpoHHOI imenTr(ikamii Mae BUpimaib-
He 3HAYeHHsS AK Ui TPOMAJSH, TAaK 1 s ypsmy, oo
3abe3meunTy B3a€EMHY MOBipy Ta KOHMIMEHIHIHICTH, Iiji-
CHICTH Ta MOCTyIHICTH. [lomepemHi TOCTIKEHHS HATAOTH
abo 3aHAATO 3arajbHUI HOIJIA Ha OE3IeKy eJIeKTPOHHOL
imenTudikarii 6e3 HeOOXITHOrO PIBHS TEXHIYHUX MeTasIe,
abo TMbOOKO aHAMI3YIOTh OKpeMe KOHKPETHE BiTYM3HsHEe
pimeHHs, siKe He Ma€ MiXKHAPOmHOI cymicHOcTi. Metoio €
OIIiHKA 0e3IeKW OCHOBHUX peaJIi3aliil eJeKTPOHHUX JOKY-
MEHTIB, IO BiAIIOBIIAIOTh MiKHAPOIHUM CTAHIAPTAM, IIPO-
BEeIEHHs IXHBOTO MOPIBHAJIHHOTO aHAJII3Y Ta 3a0e3IedeHHs
TIOKpAIleHb Oe3MeKu.

BaBmanns, aKi HEOOXIAHO BUPIIIUTH, MOJIATAIOTH Y CTBO-
peHHi cucremu OiHKK Oe31eKu eJIeKTPOHHOI iaenTudikaril
O71d OLIHKH Ta IOPIBHAHHA DI3HWX BApIaHTIB peasizamii
pimens emekTpoHHOI igenTudikamii. Besneka esexTpoH-
HOI inenTudikamil aHagi3yBaJiacd JIHIle HA eTalll Iepeaadi
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JOKYMEHTIB, 1 PO3IJIAa/InCd Taki it Oe3meku, siK aBTeH-
Tudikaris 30epiraHHs JOKYMEHTIB BJIACHWKA, 3aI00iraHHs
MIPOCJIyXOBYBAHHIO, 3amM00iraHHs KJIOHYBAHHIO JOKYMEHTIB
Ta aBrenTudikamis BepudikaTropa. Bymao mpoanasizoBa-
HO 6e3IeKy eJIeKTPOHHOTO MAIMHO3UYMTYBAHOTO ITPOI3HO-
ro gokymenta (eMRTD) sigmosimuo no moxymenta ICAO
9303, mobinpaOro moceimuenns Bomia (mDL) Bimmosimmo
mo crarmapry ISO/IEC 18013-5 Ta cepBepHHX DillIeHb.
OCHOBHUM BUKOPHUCTAHUM METO/IOM € TTOPIBHSJIBHUN aHa-
mi3. [lopiBasinpbHM ananai3 OyI0 HATAHO I WX BapiaHTIiB
BIIPOBAKEHHsI, 00 MPOITIOCTPYBATH BIAMIHHOCTI B I0-
CATHEHHI OMHAKOBUX ITijleli O€3IeKM, OIHUTH 3araIbHU
piBeHb 0e3meKu Ta MiIKPeCcgAnTH iICHy 04l KoMpomicu. By
OTpWMaHI TakKi pe3y/bTaTH: 3aITPOTIOHOBAHO TOKPAIIEHHS

Ge3reKn J11sd ITOM’ AKIIEeHHs 3arpo3 Oe3IIelll, TAKUX IK aTaKu
TMOCTKBAHTOBOI Kpunrorpadii, arakm Ha OOMIH KJIIOYaMu
Hiddi-Xennmana Ta aTaku 3 BUKOPUCTAHHSIM KOJII31i1 Xer-
mporieciB. BucHOBKHM: pe3ysbTaTé MOCTIIZKEHHS MOXKYTb
Oy TV BUKOPUCTAHI [JIsT TOKPAIEHHST HACTYITHUX TIEPEeTJIsI/IiB
crenudikaniit ISO/IEC ICAO agist esrekTporHOl 1nenTudi-
Karmii abo /1 BpaxyBaHHS IIiT 9aC PO3pPOOKu Oe3meku y
BHYTPIITHHOMY CEPBEPHOMY PillleHHi.

Kao04061 caosa: ejleKTpoHHA ineaTrdikanis ocodbu; eJie-
KTPOHHUI MAIMHHO3YATYBAHUN MAaclopT; MOOLIbHE II0-
CBiT9eHHS BOJisd; 3aXUCT €JeKTPOHHUX TOKYMEHTIB; aTaKu
wiji yac nepegadi indopmanii; MOCTKBAHTOBA KPUIITOIPa-
dist; indopmarriitna 6e3nexa; cucreMu HrudpyBaHHS
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